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Abstract: Long-range wireless area networks (LoRaWAN) typically use a simple star
topology. However, some nodes may experience connectivity issues with the gateway due
to signal degradation or limited coverage, often resulting from challenging environments
in sectors such as agriculture, industry, smart cities, smart grids, and healthcare, where
LoRaWAN-based IoT solutions have expanded. The main contribution of this paper is the
implementation of a hybrid topology for LoRaWAN networks that remains fully transparent
to current spec LoRaWAN servers and IoT applications. It enables the coexistence of
mesh (multi-hop) and star (single-hop) communication schemes, dynamically adapting
a node’s transmission mode based on physical link quality metrics. Additionally, the
user interface allows for customizing network topology and parameters. Experimental
proof-of-concept tests were conducted on a campus-wide testbed. Results showed that
all devices successfully switched topology mode in 100% of the instances, enabling data
transmission across all three scenarios under test. Network performance metrics were
evaluated, with latencies ranging from 0.5 to 3.2 s for both single-hop and multi-hop
transmissions. Additionally, improvements in RSSI and SNR were observed, validating
the efficiency of the proposed solution. These results demonstrate the feasibility and
effectiveness of our approach in extending network connectivity to areas beyond the
gateway’s coverage.

Keywords: hybrid topologies; LoRa; LoRaWAN; mesh

1. Introduction
The rapid popularization of the Internet of Things (IoT) promoted the development of

new wireless communication technologies with functionalities that addressed the niche
left by other widespread wireless technologies like WiFi. LoRaWAN is one of these recent
wireless specifications/protocols, having gained substantial recognition for the imple-
mentation of IoT applications over LPWAN (low power wide area network) technology.
This was propitiated by the support of the LoRa Alliance [1], an organization tasked with
providing the technical specifications, and TTN [2], one of the most accepted providers
of LoRaWAN services available to both companies and the general public. The extensive
advantages of LoRaWAN continue to attract thousands of users. Its long coverage ranges
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allow for reaching communication distances of 5 km in urban areas and up to 20 km in rural
areas [3]. The small number of control messages in the MAC layer results in reduced energy
consumption and delay [4]. Furthermore, the literature indicates that data rates range
from 250 bit/s to 21.9 kbit/s [5], also establishing a maximum data rate of 50 kbit/s when
using FSK modulation [3]. These characteristics ensure good performance for telemetry
IoT applications that do not require frequent real-time transmissions. The support of bidi-
rectional communications opens the door to new functionalities for remote and intelligent
device control and configuration [6]. The excellent performance of LoRaWAN networks
not only in outdoor environments but also in indoor facilities enables its adoption as a
robust wireless communication technology in factories and other industrial buildings [7].
Moreover, as depicted in the physical layer specifications, LoRa uses the ISM (industrial,
scientific, and medical) band which, along with the low cost of the available certified
devices, facilitates the easy deployment of LoRaWAN networks. All these advantages have
led to the development of LoRaWAN-based IoT added-value solutions in multiple sectors,
including smart cities [8], smart grids [9], agriculture [10], localization [11], industry [12],
and medical applications [13], among many others [14]. Nevertheless, LoRaWAN as it is
currently specified also has some drawbacks. One of the main disadvantages is network
size limitations. This is due to the duty cycle that, in the case of Europe, is established
at 1% [15]. The characteristics of conventional star topology may lead to difficulties in pro-
viding service to inaccessible areas and zones without enough power supply infrastructure.
In addition, battery-operated end devices with low power availability may need to reduce
their transmission power, which could result in a lack of connectivity with the gateway.

LoRaWAN specifications contemplate the star topology as the main form of network
configuration for LoRaWAN end devices, but it can benefit from the implementation of
other forms of network topologies, such as tree, cluster, or mesh networks. This would
create the possibility of reaching more distant areas while still routing packets to the
gateway, addressing, as a result, some of LoRaWAN’s current issues. Deployments in cities
or industrial environments can find the effective coverage to be notably reduced due to the
presence of multiple obstacles [16]. The use of multi-hop network topologies is a solution
that could substantially improve the performance and applicability of LoRaWAN networks
in this type of scenario. Other possible benefits of using multi-hop topologies include
(1) improved overall communications as a result of adapting the topology to the lossy
environment caused by obstacles or interference [17], (2) decreased network deployment
costs since the required number of gateways is reduced, (3) less energy consumption as
gateways need more energy to operate than end devices [18], and (4) a smaller network
carbon footprint due to fewer required gateways [19].

The improvement that multi-hop topologies could bring to LoRa networks has been
addressed in several works that evaluate these solutions in simulated and real environ-
ments [20–23]. However, those approaches are not compatible with the LoRaWAN spec-
ifications, which clearly jeopardizes extending the functionality of LoRa networks. The
LoRa Alliance has also attempted to provide a one-hop solution through a range extender
depicted as a relay node that forwards uplink or downlink frames to the next hop [24].
However, the operation of the relay device is exclusively dedicated to that purpose, disal-
lowing leveraging it for other tasks. This means that the network needs to be planned in
advance or modified with the addition of relay nodes deployed by an operator, according
to the identified obstacles. The result is a static network that cannot be rearranged to accom-
modate new needs unless an operator decides to explicitly address that issue. Therefore,
there is a gap in the literature regarding flexible LoRaWAN networks with adaptive topol-
ogy management enabling automatic switching between star and mesh topologies, as this
is not addressed in any of the above-mentioned works. In this context, this paper presents a
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straightforward adaptive topology solution, fully compatible with the LoRaWAN standard,
that enables users to change from star to mesh LoRaWAN network topologies according
to physical link performance metrics. Our solution can be easily adopted by conventional
networks and applications on top. The contributions of this work are manifold:

• The proposal of a straightforward approach for LoRaWAN, enabling the coexistence of
star and mesh network topologies (hybrid) completely compliant with the LoRaWAN
standard and seamless to IoT applications.

• The provision of a topology manager to assess network link quality and the decision
to change the role of end devices to single-hop or multiple-hop transmission modes.

• As a consequence of the previous point, an end device code integrates star, mesh, and
hybrid topology states to perform the changes in the transmission modes.

• The addition of a control user interface to customize the parameters used by the
topology manager and allow the user to change transmission mode at will.

This proposal has been implemented for LoRaWAN end devices from different ven-
dors. A battery of tests has been conducted to validate the proposed enhanced LoRaWAN
functionality in different case scenarios in a real campus environment.

The rest of the paper is organized as follows: Section 2 introduces the related work. The
methodology is described in Section 3. The evaluation scenarios are detailed in Section 4.
Section 5 discusses the results obtained. Finally, the conclusion and future work are
presented in Section 6.

2. Related Work
Integrating mesh topologies into LoRa wireless technology is an active area of research

that both academia and the LoRa Alliance are pursuing. A recent LoRaWAN specification
established the guidelines for incorporating relay devices into typical LoRaWAN star
topology networks to extend coverage, but it is limited to serving 16 devices per relay
node, and the sole role of the relay node is to forward frames, which does not provide
enough flexibility for certain type of scenarios [24]. Conversely, most mesh proposals in the
literature developed for LoRa do not comply with the LoRaWAN approved specifications.
Huang-Chen Lee et al. presented a mesh proposal for LoRa networks in [25]. The authors
of this work carried out tests on a university campus to provide LoRa coverage in an area
of 480,000 m2 with 19 devices. These tests included in-building and outdoor deployments.
The results showed a packet delivery ratio (PDR) of 58.7% for the traditional star topology
and 88.49% for the proposed mesh system. Moreover, they stated that signal-to-noise
ratio (SNR) values higher than −5 dB and received signal strength indicator (RSSI) values
higher than −110 dBm are necessary to achieve PDR results above 90%. Applying mesh
LoRa solutions to UAVs (unmanned aerial vehicles) has also been considered, specifically
for the case of data communication in environmental monitoring systems. The medium
access control (MAC) protocol proposed by Miaoxin Pan et al. was designed based on a
slotted ALOHA [26]. Their proposed mesh system considered the deployment of LoRa
relay devices that enabled communication between sensor nodes and the gateway. Tests
were performed both in laboratory and outdoor settings. The results returned delays lower
than 6 s for 1-hop transmissions, line-of-sight distances of 10 km, and data rates of 293 bit/s.

Multi-hop solutions have been addressed in other works as a first step toward mesh
networks. The authors in [20] studied multi-hop LoRa network topologies. Metrics such as
coverage, packet reception ratio (PRR), and energy efficiency were evaluated for different
configurations of transmission power or spreading factor (SF). Tests were conducted using
outdoor end devices. The results revealed that multi-hop topologies outperformed star
topologies with 50% energy savings and 35% increased coverage for a 90% PRR. Among
multi-hop proposals, introducing devices to relay information to the next node is a popular
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approach. Christian Ebi et al. presented a LoRa-based meshed multi-hop network intended
for communications in underground environments such as sewers [27]. The proposed
protocol included a new LoRa frame format for synchronous connections and the timeslot
allocation method. The proposed system comprised sensor nodes, repeater nodes, and
gateways. Tests were performed in two cities in Switzerland using 17 devices. The results
showed better PDR performance for the mesh deployment than standard LoRaWAN. Jaime
Lloret et al. developed a cluster-based protocol for LoRa multi-hop communications [28].
It included cluster-head nodes able to operate with both LoRa and WiFi, as well as aggre-
gator nodes operating as relay nodes. The message format and message exchange for all
the phases of the protocol were provided as well. Proof of concept tests were performed to
validate the proposal. The results obtained on bandwidth consumption indicated that the
proposed protocol complied with the most restrictive LoRa configurations. Furthermore,
higher PDR values were attained for packet transmission delays of 500 ms.

With the advance in mesh solutions for LoRa, proposals and implementations of
routing protocols for mesh networks began to arise. The routing protocol proposed by
Shengguang Hong et al. was intended for LoRa mesh hierarchical networks with a focus
on energy efficiency [29]. This protocol used contention-free concurrent transmission and
minimized packet collisions. Simulations and experimental tests were undertaken as proof
of concept. The results achieved a packet delivery rate of 89.8% for the normal operation
phase and 95.7% for the network formation phase. The authors in [30] developed a library
for the implementation of a LoRa mesh network protocol. The protocol maintains a routing
table in every node that is updated through the routing messages. Tests were carried out
using the proposed LoRa mesh library with ESP32 microcontroller boards. Three different
topologies were evaluated to obtain PDR and latencies and control overhead. The nodes
did not need to connect to a gateway to communicate among themselves. The validity of
the proposal was demonstrated.

There have also been attempts to provide mesh solutions compatible with LoRaWAN
specifications. Specifically, the authors in [31] presented a hybrid infrastructure that joined
LoRaWAN and LoRaMesh to provide side management as a service. While the LoRaWAN
and LoRaMesh networks were able to reach a coverage of 2.35 km and 600 m, respec-
tively, the proposed hybrid solution attained coverage of 3 km for one-hop transmis-
sions. This solution was also able to provide service to up to 1023 devices. Furthermore,
Emiliano Sisinni et al. implemented a relay node to enable multi-hop LoRaWAN transmis-
sion [32]. This device, called e-node, operates transparently and is compatible with the
LoRaWAN standard. The proof of concept prototype has been validated for industrial
applications at the highest data rates available in the LoRaWAN specification. The re-
sults of the tests under consideration included link quality metrics (SNR and RSSI) and
delay measurements.

A comparison of the existing proposals on hybrid LoRaWAN implementations has
been provided in Table 1. The solution presented in this work differs from the former
approaches in that it is fully compliant with LoRaWAN and also allows for coexistence and
simultaneous operation in star and mesh topologies with flexible topology modifications.
Topologies can be autonomously changed with a topology manager that evaluates the state
of the network through the physical link quality metrics included in LoRaWAN frames,
allowing for a dynamic network configuration.
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Table 1. Comparison of LoRaWAN hybrid solutions.

Reference Protocol Topology Topology Coexistence Dynamic Network
Configuration

[31] LoRaWAN/LoRaMesh Star and mesh Yes No

[33] LoRaWAN Multi-hop (Relay) No No

[23] LoRaWAN/LoRaMesh Star and mesh No (switches from
only star to only mesh)

Yes
(complete network)

[34] LoRaWAN/LoRaMesh Star and mesh Yes No

Our proposal LoRaWAN Star and mesh Yes Yes (device per device)

3. Hybrid Topology Architecture
This section formulates the mechanism for hybrid (star and mesh) topology coexistence

in LoRaWAN networks, providing first the architecture of a generic scenario where hybrid
topology configurations are executed and, later, the technical details of the implementation.

3.1. Procedure Description

LoRaWAN specifications describe a star-shaped topology as the design to be used for
the wireless end of the network. That is, using point-to-point connections between end
devices and gateways without any routing or alternative processes for enabling communica-
tion. In a typical LoRaWAN network, the gateway bridges the wireless end of the network,
which uses the LoRa physical layer specifications, with the wired end, which utilizes the
MQTT protocol to exchange uplink and downlink information with the LoRaWAN server
tasked with managing the network. However, LoRaWAN specifications do not include
other topology functionalities that would help address some of LoRaWAN’s limitations,
specifically, those related to extending the coverage of the network. Our proposal provides
a solution allowing for the coexistence of star and mesh adaptable network topologies in
LoRaWAN, as illustrated in Figure 1.

Figure 1. Architecture of a LoRaWAN network with the proposed hybrid topology procedure.

LoRaWAN networks require end devices to be activated prior to network establish-
ment. The proposed adaptable hybrid network topology coexistence functionality sets
the elements of the network to use a star topology by default with ABP (activation by
personalization) as the activation method. Using the manual configuration of cipher keys
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from ABP ensures the correct handling of messages even when the operation mode is
changed to mesh. The end devices send data to the gateway, which is connected to the
Internet and has been previously configured with the connection establishment parameters
associated with the LoRaWAN server. Data is then formatted in JSON (JavaScript object
notation) and transmitted to the Server using the MQTT publish-subscribe protocol. As the
proposed mechanism allows multi-hop communication between LoRaWAN end devices,
the MQTT packets that one end device delivers to the MQTT broker may originate from
other end devices. Thus, the MQTT packets are first published in an intermediate topic at
the MQTT broker. Then, data packets are sorted and published in their respective default
Chirpstack topics according to their end device of origin. Data received at the server are
then stored for later analysis and visualization. This new hybrid topology functionality
for LoRaWAN has been designed to be fully compliant with the approved specifications
defining the LoRaWAN protocol. Therefore, it can be deployed in the existing infrastructure
in a simple, seamless, fast, and effective way.

The hybrid topology procedure is agnostic to the LoRaWAN server and introduces a
new element called the topology manager. It provides the control plane with intelligent
capabilities, enabling the topology change of the wireless end of the network while being
completely transparent to the Chirpstack LoRaWAN server. SNR and RSSI network link
quality data are provided in LoRaWAN messages. These data are available at the LoRaWAN
server, but are extracted and stored in a separate database for the topology manager to
analyze them. The topology manager uses this information to assess performance and
reaches a decision about the need to change the topology. Then, it sends topology change
messages to be queued at the LoRaWAN server as downlink messages addressed to
the end devices, indicating that their transmission mode (single-hop or multiple-hop,
that is, star or mesh topology, respectively) should change. The end devices receive the
messages and change their transmission mode accordingly. As a result, the topology of
the network is modified and the end devices with worse performance deliver their data to
other end devices with better performance for their re-transmission (multi-hop). Therefore,
as shown in Table 2, end devices using a single-hop transmission mode would form a
star topology. Conversely, end devices in multi-hop transmission mode could be part
of a mesh topology, sending messages to other end devices, or a hybrid (star and mesh)
topology, re-transmitting messages from other end devices to the gateway. The packet
transmission scheme describing this process is exemplified in Figure 2. The packet format
of LoRaWAN is maintained; therefore, no extension of packet specifications is required.
The deployment of the proposed adaptable hybrid topology framework for LoRaWAN
networks is server and application agnostic and, as a result, fully compatible with any
LoRaWAN implementation.

Table 2. Relationship between transmission modes and topology modes.

Transmission Mode Topology Mode

Single-hop Star

Multi-hop Hybrid
Mesh

End devices can be configured for three types of topologies, as shown in Figure 3. Star
topology is the standard/conventional LoRaWAN connection, where the end device is
activated manually, and the topology of the network is in the shape of a star or star-of-stars.
This state can be reached when the device is restarted (event 0) or a message with the
request to change to star topology is received (event 3). Mesh topology is configured in the
end devices that transmit their data to other end devices for their further re-transmission.
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This state is reached when a message with the petition to change to mesh topology is
received (event 1). Lastly, hybrid topology is configured in the intermediate end devices
that receive data from other end devices and re-transmit them to the gateway. This state is
reached when a request to change to the hybrid topology is received (event 2).

Figure 2. Message exchange among the elements of the architecture.

Figure 3. Diagram of the end device states.



Appl. Sci. 2025, 15, 3487 8 of 25

3.2. Implementation

The technical details of the implementation of our proposed adaptable hybrid network
topology for LoRaWAN, as depicted in the schema shown in Figure 4, are outlined in this
subsection. All of the elements are explained at length below.

Figure 4. Elements comprising the implementation of hybrid network topology for LoRaWAN.

3.2.1. End Devices

The end devices used to implement the network are Pycom Lopy4 [30] development
modules (see Figure 5). These modules support WiFi, Bluetooth, LoRa, and Sigfox, but
this implementation of the end device only uses the LoRa physical layer. Each device is
equipped with a Pycom Makr expansion board and a 915 MHz antenna attached with a
U.FL connector. Visual studio code [35] was the integrated development environment (IDE)
selected to upload the code into the Pycom devices through the serial port. This IDE was
equipped with the PyMakr plugin [36] that enabled compatibility with the development
modules. The programming was performed using the MycroPython (https://micropython.
org/ accessed on 24 February 2025.) programming language. This language has been
optimized to operate with microcontrollers and limited or restricted environments. The
programming of the end devices works with the topology manager to change the topology.
This programming allows the data generated by the sensors integrated into the end device
to be transmitted and listens to the requests forwarded from the LoRaWAN server, which
include the transmission mode change petitions generated by the topology manager. The
“LoRa” class from the “network” software (version 1) module provided for Pycom devices
was used to construct and send the LoRaWAN messages. The process of identifying
topology change petitions, the implementation of each operation state (star, hybrid, or
mesh), and the functionality allowing for the topology changes were developed as part
of the proposed solution. All the topology modes are implemented into the end devices,
and therefore, the topology change petitions only indicate the mode that needs to be
executed. This implementation is completely LoRaWAN server agnostic, as all the messages
forwarded from the end devices follow LoRaWAN specifications.

When the end device is in star topology mode, its operation is performed as the
LoRaWAN specifications dictate for class A devices. When a message is received, it is
analyzed to determine if it is a topology change petition. If it is, the end device executes the
part of the code corresponding to the operation of the new topology mode. All transmission
modes can receive and process topology change petitions, and appropriately execute the
required changes. Therefore, if the end device changes into the hybrid topology mode, it
receives the messages from other end devices and forwards them to the gateway, and if

https://micropython.org/
https://micropython.org/
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it changes into mesh mode, it forwards its messages to a neighboring end device. All the
end devices in hybrid mode within the coverage area of an end device in mesh mode
would receive the messages. However, duplicated messages at the MQTT broker are only
forwarded once to the LoRaWAN server.

Figure 5. End devices used for the hybrid LoRaWAN topology procedure.

3.2.2. Gateway

The LoRaWAN gateway used for the implementation is Lorix One from Wifx [37].
This gateway is compact and includes an AMR Cortex-A5 600 MHz CPU, a 125 MB RAM,
and an internal memory of 512 MB. It is also equipped with its own Operating System
(OS), called Lorix OS, which is fully compatible with Chirpstack servers and other popular
LoRaWAN server implementations. The gateway predominantly maintains its standard
configurations. The only exception pertains to the MQTT broker.

In our proposal, the nodes that are configured in mesh topology send their data to the
hybrid nodes. The data is combined into one message, which the hybrid node sends to the
Gateway. Gateways are configured to post the received data in a specific MQTT topic. The
default topic for Chirpstack LoRaWAN implementations is us915_0/gateway/{{ .GatewayID
}}/event/{{ .EventType }}, where the us915_0 is changed according to the employed band.
To extract the information from the combined message so that it can be re-directed to its
respective topics, an intermediate MQTT topic was created. This was done by accessing
the configuration file of the gateway and changing the default topic to csc_usc/gateway/{{
.GatewayID }}/event/{{ .EventType }}.

3.2.3. LoRaWAN Server

LoRaWAN specifications from the LoRa Alliance consider the implementation of a
Join Server, a Network Server, and an Application Server. These three servers can be
deployed in the same physical device or in different locations with the option of using
a Join Server from one service provider, a Network Server from another provider, and
an Application Server from a third service provider. Installing an MQTT broker is also
necessary as MQTT is the protocol used for communication among these servers and
communication with the gateway.
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The LoRaWAN server has been implemented using the open-source software from
Chirpstack [38]. This software is widely used for LoRaWAN network deployments. How-
ever, it does not completely follow the specifications provided by the LoRa Alliance.
In Chirpstack version 3, the network and application servers need to be installed to im-
plement the backend of the LoRaWAN network. Therefore, the join server from the
specification is not separate software and the join process is managed by the other servers.
Chirpstack version 4 agglutinates the network and application servers into a single server
for user convenience. This may lead to confusion due to discrepancies between the soft-
ware implementation and the explanation provided in the specifications, but Chirpstack
supports the functionalities of both LoRaWAN v1.0 and LoRaWAN v1.1 specifications.

To implement the proposed solution, Chirpstack v4 was employed. Thus, the network
and application servers are combined into one software module that performs all the tasks
stated in the specifications. We refer to this server as the LoRaWAN server for simplification.
Chirpstack includes configuration files that have been modified according to the documen-
tation to determine if the data are forwarded using plain JSON or protobuf or to determine
the frequency band on which the LoRaWAN network is operating. These configurations are
necessary for any LoRaWAN network using Chirpstack. In this implementation, protobuf
and the US915 band are employed, with the ADR turned off and a SF of 7. The server is
physically located at the Technical University of Cartagena (Spain), and it has a public IP
address to enable access from Santiago de Cali University (Colombia). Our solution for
adaptable hybrid network topologies is agnostic to the LoRaWAN server, and thus, no
modifications are performed to the Chirpstack software [38].

3.2.4. MQTT Broker

The MQTT broker that is used to enable communication between the gateway and
the LoRaWAN server was implemented using the open-source software Mosquitto ver-
sion 2.0.15 from Eclipse [39]. Mosquitto does not require any additional configuration apart
from the default installation. However, if the MQTT broker is going to be open to the Inter-
net, a password using the mosquitto_passwd utility should be added. The implementation
of the MQTT broker is located in the same computer as the LoRaWAN server. Thus, it is
accessible from Colombia through the same public IP address.

3.2.5. Database Module

The proposed solution of hybrid network topology coexistence for LoRaWAN requires
the installation of a database paired with its control module to allow communication
with the other elements of the proposal, referred to as the database module for simplicity.
As the data format in the LoRaWAN network is JSON, the popular open source NoSQL
MongoDB database [40] was chosen for the implementation. This database includes free
and paid versions of the software that vary according to features and storage capacity. The
implementation of the database module only requires basic functionalities. Therefore, the
free option meets all our requirements.

The database is used by the topology manager module. This module creates an MQTT
client that connects to the MQTT broker and subscribes to the MQTT topics where the
gateway posts all the messages it sends to the LoRaWAN server. In our proposed solution,
this corresponds to the intermediate topic. Once subscribed, the message is decoded and
the resulting JSON message is parsed. The link quality metrics stored in the message, RSSI
and SNR, are extracted from the message and stored in the database. The type of event and
end device identification are also stored with the link quality metrics. This information is
obtained from the decoded message as well. Lastly, the messages are posted at the default
MQTT topic, that is, us915_0/gateway/{{ .GatewayID }}/event/{{ .EventType }}. Data stored in
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the database can be accessed later and requested by the topology manager to decide on the
topology update.

In our implementation, the MongoDB database was installed in a local server at
Santiago de Cali University. However, it could be configured to any machine as long as the
connection string to the database is updated accordingly.

3.2.6. Topology Manager

This component facilitates the intelligent management of a LoRaWAN network topology
updated by knowing the link quality of data transmission between end devices and the
gateway at any time. This version of the topology manager is a preliminary proposal toward
further development, including the use of machine learning techniques for improved/smart
decision-making. The topology manager module was programmed in Python 3. Algorithm 1
represents the simplified pseudo-code of the topology decision-making procedure. First,
the information from the end device, including its current topology mode, is retrieved from
the database. Then, the average of the last five values from the transmission link quality
parameters (SNR and RSSI) that have been stored for each end device is calculated. This
allows the user to assess which end devices have good connectivity and which have more
difficulties. Consequently, these data can be used to keep track of the evolution of the
network link parameters and discern the moment when certain end devices would benefit
from changing their transmission mode to send their data through a neighbor enabled with
multi-hop transmissions within their coverage area. If there were packet loss cases, the
algorithm would not update its running averages for RSSI and SNR, as it relies exclusively
on received messages. Furthermore, to address potential concerns about missing values,
the system compensates for connectivity issues by dynamically adjusting the network
topology. This mechanism ensures network reliability despite temporal variations in link
quality metrics.

Algorithm 1 Adaptive Topology Adjustment

1: Initialize:
2: average_rssi← 0
3: average_snr← 0
4: message_counter← 0
5: current_mode← GetInitialMode()
6: while true do
7: message← ReceiveMessage()
8: rssi, snr← GetRSSIandSNR(message)
9: average_rssi← (average_rssi×message_counter + rssi)/(message_counter + 1)

10: average_snr← (average_snr×message_counter + snr)/(message_counter + 1)
11: message_counter← message_counter + 1
12: if message_counter ≥ 5 then
13: average_rssi← average_rssi/5
14: average_snr← average_snr/5
15: if average_rssi > rssi_threshold and average_snr > snr_threshold then
16: recommended_mode← GetRecommendedMode()
17: if current_mode ̸= recommended_mode then
18: SendTopologyChangeMessage()
19: current_mode← recommended_mode
20: end if
21: end if
22: message_counter← 0
23: average_rssi← 0
24: average_snr← 0
25: end if
26: end while
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Users can establish the threshold values for the SNR and RSSI to decide if an end
device should change its topology/transmission mode. The thresholds are maximum RSSI,
minimum RSSI, and maximum SNR. The maximum RSSI and SNR thresholds, if exceeded,
are used to determine if the end device needs to change its topology mode. The minimum
RSSI is established to assess when an end device should change back into star topology
mode. The frequency at which this evaluation process is performed is also adjustable
by the user. The process of changing topologies is carried out by sending messages to
each end device with the new transmission mode (single-hop or multi-hop) they need to
adopt so as to update the network topology. The end devices with worse network quality
metrics should change into mesh mode, and the end devices with better network quality
metrics should change into hybrid mode. As a result, the messages with a request for a
transmission mode change can be forwarded to two or more end devices in the network.

When changing topologies, the first end devices to perform the change are those
changing into hybrid (star and mesh) mode, and the petition for a topology change directed
to the end devices that need to change into mesh mode is put on hold. This way, packet loss
is avoided as the hybrid end device needs to be operative before the end device changing
into mesh mode performs its topology change. The topology manager will not conduct
any other petition for topology changes until the previous requests are completed since the
effects of the topology change cannot yet be assessed. The message for the topology change
includes the end device identifier and the operating mode to which the end device needs to
change. Once the petition is formed, it is added to the downlink queue at the LoRaWAN
server. This information is appended to the data field in the LoRaWAN message, and thus,
no change is performed in the operation mechanism of the LoRaWAN protocol. To send
the topology change petition, four consecutive messages are transmitted in time intervals
of 5 s so as to ensure the reception of the message. Upon message reception, all end devices
read the identifier to assess if they are the recipient. Messages directed to other end devices
will be discarded.

For an end device to change back into star topology mode, the topology manager
sends a topology change message when the minimum RSSI threshold is exceeded. This
downlink message must be received first by the end device in hybrid topology mode. Then,
it will re-transmit the message to the end device in mesh mode. The topology manager also
allows manual topology administration. Therefore, if necessary, a topology mode can be
selected for a specific end device, and the topology manager will send the topology change
petitions accordingly.

The topology manager was implemented in a local Ubuntu server at Santiago de
Cali University. This implementation does not imply any changes to the software of the
remaining elements of our implementations. However, it needs to be configured with
the required information regarding the MQTT broker that manages the topics where the
information of the end devices is published to extract the link quality data, the application
ID at the Chirpstack LoRaWAN server, and the topic where the LoRaWAN server is
subscribed for data.

Changing topologies in LoRaWAN networks can extend the coverage of the network
and improve transmission link quality for end devices that are affected by temporary or
permanent interference or obstacles. However, greater benefits can be achieved with future
topology manager implementation strategies, such as reducing energy consumption, mini-
mizing the carbon footprint of the network deployment, and even creating a network that
is “alive” or “sensitive” and therefore able to respond to the dynamics of the environment.
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3.2.7. Control User Interface

For a clear understanding of the operation of our proposed solution for star and mesh
adaptable topology coexistence in LoRaWAN networks, a control user interface has been
developed. The UI allows users to visualize the current topology mode of all the end
devices in the network. The topology mode can also be manually selected by the user. The
UI permits users to see the RSSI, SNR, delay, last parameter update, and other parameter
data history, as well as queuing custom downlink messages and configuring some of the
parameters and thresholds of the automatic mode enabled by the topology manager. This
UI was implemented using Apache2 in an instance of Ubuntu server. The UI connects
to the MongoDB database to consult network parameters, which requires the connection
driver to be configured with MongoDB to enable data petitions.

4. Experiment Design
In this section, the experimental testbed and the evaluation scenarios for the proposed

hybrid topology procedure for LoRaWAN are defined.
After the implementation of the proposed solution for network coexistence in Lo-

RaWAN, a set of experimental tests were performed on the campus of Santiago de Cali
University (Colombia). As the devices would be susceptible to tampering if placed unat-
tended in different parts of the campus, the most viable option for the feasibility tests was
to locate all the end devices inside the laboratory. The antenna was located on the roof of
one of the university buildings at a distance of 90 m in a straight line from the location of
the end devices.

The testbed consists of 6 end devices initially connected point-to-point, that is, in
one-hop to one gateway, as presented in Figure 6. This initial state of the implementation
resembles the conventional LoRaWAN star topology. The correct operation of the evaluation
testbed was assessed before making topology changes. These end devices transmit data
at different times. The LoRaWAN messages carrying these data include the link quality
metrics from end device to gateway, specifically, the SNR and RSSI values. This information
is extracted from the LoRaWAN message and stored in the database for later analysis
and visualization. Another metric that is stored at the database is latency. This metric is
obtained by subtracting the time of message transmission from the time of message arrival
at the specific topic for the end device in the MQTT broker as automatically configured by
the Chirpstack LoRaWAN server. Lastly, the information on the topology of the end device
is obtained from the topology manager through the control UI, where the historical data
from all the end devices can be accessed.

Figure 6. Graphical representation of the initial evaluation scenario.
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To assess the coexistence between star and mesh topologies, three scenarios were
considered for evaluation in which the communication of different end devices is changed
to follow a mesh topology as represented in Figure 7. The aim of these scenarios is to
demonstrate the feasibility of different topology combinations and the performance of the
network according to the metrics previously described. Therefore, the topology changes in
these tests were performed manually to force the desired scenario. Scenario 1 begins with
the initial state of the testbed. In this scenario, two end devices send their data through a
different hybrid device. This results in two devices operating in mesh topology mode and
two devices operating in a hybrid state. This scenario was designed to assess the feasibility
and performance of the solution with multiple hybrid nodes.

Figure 7. Graphical representation of coexisting topologies in the evaluation testbed.

Scenario 2 also starts in the initial state with all the end devices operating as star
topology. Then, two of the six end devices change to mesh topology and send data through
the same end device that has changed to operate as a hybrid node. That is, it receives the
data from mesh devices and forwards them to the gateway. This scenario aims to verify
that hybrid end devices are able to manage several mesh devices.

Lastly, scenario 3 initiates with the testbed configured in star topology. Then, a device
changes into mesh node and begins transmitting through one hybrid node. After some
time, the device transmits through a different hybrid node. This scenario was developed to
gauge the possibility of servicing moving devices or reconfiguring the network dynamically
if necessary. In this way, a mesh end device can transmit data through the hybrid device
accessible at the moment.

To change the network topology from star to mesh/hybrid, the topology manager
sends a message to the devices that need to change their topology. To do so, the message is
added to the downlink queue for the intended device. As the mesh devices are enabled
to deliver their data to other end devices, the intermediate devices located between the
mesh device and the gateway also receive a topology change message from the topology
manager to switch their operating mode to hybrid mode. Likewise, if a device switches
from mesh mode to star mode, then the hybrid node in the intermediate hop will re-
transmit the topology change message to the destination device. The process of receiving
the topology change message, decoding it, interpreting it, and changing the operating
mode is performed by using the software that was programmed and uploaded into all the
end devices, as previously described in the implementation. The data frame forwarded
to the end devices in hybrid mode includes the MAC address of the mesh devices that
originate the corresponding data frame to identify the re-transmitted data and publish the
information to the MQTT topic of the corresponding device. This means that the messages
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from the mesh devices need to be published in the topic the Chirpstack LoRaWAN server
assigned to them when the end devices were activated through ABP and not as if the
message originated at the hybrid device. This process is performed seamlessly so that the
server operates as if it were in a typical star LoRaWAN network.

5. Results
This section presents and discusses the performance evaluation results obtained from

the experimental proof of concept set for the three aforementioned scenarios.

5.1. Scenario 1

The latency results obtained for the transmissions between the end devices and the
final topic in the MQTT broker for all the devices that performed a topology change in
scenario 1 are displayed in Figure 8. With this metric, it is possible to discern if the delays
that may occur by performing multiple hops negatively affect the overall operation of the
LoRaWAN network and its applications. The evolution of the changes in topology and
transmission mode for each of the devices in this evaluation scenario is shown in Figure 9,
where end devices 4 and 5 change into mesh mode, and end devices 2 and 6 change into
hybrid mode. Devices 1 and 3 remain in star mode for the duration of the complete
test. This setup was performed manually through the control UI to generate the desired
scenario. As can be seen from the results, the latency of end devices 4 and 5 increases
when they change from star to mesh mode because an additional hop to the route of
the data frame is added. Furthermore, there is an increase in latency variations for both
devices, with oscillating values that remain above 0.5 s and below 2.5 s. Regarding the
devices that changed into hybrid mode, the latency of device 2 increased and the latency of
device 6 decreased compared to their starting point, although both remained within the
range of 0.725 and 2.362 s. Although the messages from the end devices in mesh mode
undergo one more hop to reach the gateway, their latency stays in the range obtained
from the end devices in hybrid mode. The latency of devices 1 and 3, which continued
in star mode, stayed significantly more stable compared to the devices in mesh or hybrid
mode. It is also important to note that latency increases with elapsed time for all devices.
This phenomenon can be attributed to network congestion, which accumulates over time.
Although star devices typically experience lower delays, their performance can be impacted
under high network load. Additionally, we observed that some hybrid and mesh-mode
devices experienced longer queuing times due to topology changes. External interference
or environmental conditions may have also played a role in latency variations, further
impacting transmission reliability across all topologies. Overall, this increase in latency
remains within acceptable values for typical LoRaWAN telemetry applications that do not
operate in strict real-time.

The RSSI and SNR values for scenario 1 are plotted in Figures 10 and 11, respectively.
After the topology mode change, devices 4 and 5 reveal more variations in RSSI, obtaining
both higher and lower values compared to the average RSSI before the topology change.
However, after the topology change, the average RSSI is −75.41 dBm for device 4 and
−75.11 dBm for device 5, which is better than the average RSSI prior to the topology
mode change of −77.45 dBm and −75.53 dBm, respectively. The rest of the devices did
not experience noticeable changes throughout the test. Regarding the SNR, there are no
significant changes caused by updating the topology mode at the end devices. Therefore,
considering the values obtained when all the devices were in the conventional star mode
with the conditions of this experiment, we can conclude that the link quality remains within
usual values for current LoRaWAN networks.
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Figure 8. Latency in scenario 1.
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Figure 9. Topology changes of the devices in scenario 1.
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Figure 10. RSSI of the devices in scenario 1.
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Figure 11. SNR of the devices in scenario 1.

The compilation of minimum, maximum, average, and variance of the metrics for
each device in scenario 1 is provided in Table 3.

Table 3. Link quality metrics in scenario 1.

Metric Device Minimum Maximum Average Variance

Latency (s)

1 0.6 1.8 1.5 0.03
2 0.8 2.4 1.8 0.19
3 0.8 2 1.7 0.06
4 0.7 2.3 1.6 0.17
5 0.7 2.3 1.7 0.14
6 0.7 1.8 1.5 0.04

RSSI (dBm)

1 −95 −77 −85.4 20.15
2 −85 −77 −80.7 3.07
3 −82 −75 −79 1.87
4 −85 −65 −75.7 28.68
5 −85 −65 −75.5 27.42
6 −81 −65 −69.8 6.22

SNR (dB)

1 3.8 11.2 8.9 1.4
2 7 11 9.4 0.62
3 6.2 11.8 9.3 0.87
4 5.8 11.5 9.3 1.05
5 6.5 11 9.3 0.95
6 6.2 11.5 9.2 1.3

5.2. Scenario 2

The latency results obtained from the differences in time between data transmission at
the end devices and data reception at the MQTT broker with two devices in mesh topology
mode and one device functioning as a hybrid node are provided in Figure 12. Comparing
the latency results and the topology changes (see Figure 13), we can see that all the devices
that changed into mesh or hybrid topology mode (devices 2, 4, and 5) increased their
latency in comparison to the conventional star mode due to a further added hop or having
to handle a higher number of packets in the case of the hybrid end device. The devices that
remained in star topology mode presented a slight increase in latency as the test progressed.
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We can conclude that, under the conditions of the experiment, multi-hop topologies may
result in an increase in latency, but this increase is not severe for the usual performance
expected of LoRaWAN networks.
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Figure 12. Latency in scenario 2.
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Figure 13. Topology changes of the devices in scenario 2.

The RSSI and SNR results are represented in Figures 14 and 15, respectively. For
device 4, the RSSI values remain similar to those prior to the topology mode change,
and they even become more stable. For device 5, there is a slight decrease in RSSI when
changing topology modes, which makes the following RSSI values very similar to those
of device 4. The rest of the devices present similar results throughout the test, with no
significant variations after the topology change. Regarding the SNR, all devices exhibit
similar results without significant changes after the topology mode update of some of
the devices in the network. Although there are variations in SNR, which are expected in
experimental tests, they generally remain above 6 dB, except for three instances concerning
device 1. Considering the overall results over the entire test duration, Figure 15 shows
consistently good SNR values for all devices, indicating minimal interference during the
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tests. Therefore, the link quality results for this scenario reinforce the conclusion that was
reached in scenario 1, where link quality is not significantly disturbed in mesh topologies.
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Figure 14. RSSI of the devices in scenario 2.
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Figure 15. SNR of the devices in scenario 2.

The compilation of minimum, maximum, average, and variance of the metrics for
each device in scenario 2 is provided in Table 4.

Table 4. Link quality metrics in scenario 2.

Metric Device Minimum Maximum Average Variance

Latency (s)

1 1 2.1 1.8 0.02
2 0.7 3.2 2.4 0.62
3 1.2 2.6 2.2 0.04
4 1.2 3.1 2.6 0.3
5 0.7 3.1 2.3 0.77
6 0.9 2.1 1.8 0.04
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Table 4. Cont.

Metric Device Minimum Maximum Average Variance

RSSI (dBm)

1 −98 −76 −83 17.24
2 −89 −77 −81.2 6.04
3 −89 −75 −79.7 9.68
4 −93 −75 −80.9 9.74
5 −89 −73 −79.6 11.06
6 −87 −63 −73.7 17.56

SNR (dB)

1 3.5 11 9 1.37
2 5.8 11.5 9 1.15
3 6.2 11.8 9.5 1.13
4 5.8 11.5 9.1 1.08
5 5.8 11.5 9.2 1.05
6 6 11.8 9.3 1.47

5.3. Scenario 3

Lastly, the latency for the devices in scenario 3 is plotted in Figure 16, and the respective
topology changes are provided in Figure 17. In this case, the devices were instructed
through the control UI to change topology modes so that the mesh end device could
transmit first through one hybrid device and then through another. Device 5 is the end
device that changes its topology mode to mesh. Its latency shows a small increase when
transmitting through the first hybrid device (device 2) and another increase when changing
the hybrid device to device 4. Nonetheless, device 4’s latency remains below that of the star
topology mode devices through the complete duration of the test. Regarding the hybrid
mode devices, device 2 improves its performance when changing to hybrid topology mode
and improves again when going back to star topology mode. Under the conditions of this
test, device 4 continued with predominantly stable latency results with a slight increase
as the test progressed. All the devices in star topology mode obtained the highest latency
results and did not register significant changes.
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Figure 16. Latency in scenario 3.
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Figure 17. Topology changes of the devices in scenario 3.

The corresponding RSSI and SNR results for scenario 3 are illustrated in Figures 18 and 19,
respectively. The RSSI values for device 5, which changes to mesh topology mode, remain
fairly stable while transmitting through device 2, but the RSSI is substantially improved
when the transmission is performed through device 4. Devices 2 and 4, in hybrid topology
mode, do not present significant changes. Lastly, the devices in star topology mode,
corresponding to device numbers 1, 3, and 6, remain stable or worsen their performance as
the test evolves. On the other hand, the SNR remains stable for the complete test, with the
exception of some peaks with higher noise for devices 1 and 3.
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Figure 18. RSSI of the devices in scenario 3.

The compilation of minimum, maximum, average, and variance of the metrics for
each device in scenario 3 is provided in Table 5.
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Figure 19. SNR of the devices in scenario 3.

Table 5. Link quality metrics collected in scenario 3.

Metric Device Minimum Maximum Average Variance

Latency (s)

1 1.4 2.3 2.2 0.02
2 0.8 2.2 1.7 0.05
3 1.5 2.5 2.3 0.03
4 1.2 2.3 1.9 0.03
5 0.7 2.3 1.7 0.12
6 1.3 2.4 2.1 0.05

RSSI (dBm)

1 −99 −83 −89.4 10.51
2 −86 −76 −89.4 10.51
3 −103 −79 −90.7 27.09
4 −79 −69 −73.81 3.09
5 −95 −70 −78.53 26.70
6 −88 −69 −75.41 10.62

SNR (dB)

1 4.5 11.2 8.6 1.44
2 5.8 11.8 9.4 0.87
3 1.2 11 8.22 3.19
4 6.8 11.5 9.5 0.78
5 6.2 11 9.4 0.85
6 6.2 11.5 9.1 1.38

6. Conclusions
LoRaWAN networks allow data transmission at long distances for countless added-

value IoT applications. However, factors such as coverage in inaccessible areas, energy
consumption limitations, and physical link quality may make the conventional star topol-
ogy of LoRaWAN networks less than an ideal option for wireless IoT deployments. In this
paper, a specification-compliant solution for star and mesh adaptable topology coexistence
in LoRaWAN networks that introduces multi-hop transmissions while remaining com-
pletely transparent to the gateway and LoRaWAN server has been presented. The proposed
solution has been implemented with the use of open-source software for the creation of
LoRaWAN networks and the development of a set of software modules for topology man-
agement, network control through a user interface, and operation in star, mesh, and hybrid
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topology modes at the end devices. This implementation has allowed for a testbed for
experimentation on a university campus. Three scenarios for proof-of-concept experiments
were designed to evaluate the feasibility and performance of coexisting star and mesh
topology end devices under different configurations. The results obtained from these tests
corroborate the operability of our proposed solution where, under the conditions of the
experiments, the latency does not exhibit a significant increase and can even be improved
in the case of multi-hop topologies. Therefore, LoRaWAN networks can benefit from mesh
topologies while maintaining the performance expected for conventional LoRaWAN IoT
telemetry applications characterized by not operating in strict real time.

As this paper has demonstrated the technical feasibility of star and mesh topology
coexistence in LoRaWAN networks, for future work, we are planning to equip the topology
manager with reinforcement learning techniques. This will allow for exploring the opti-
mization of selecting the network topology mode according to multiple factors, such as
link quality, energy consumption, and carbon footprint, among many others.
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