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ARTICLE INFO ABSTRACT

Keywords: The widespread adoption of Internet of Things (IoT) technologies in domains such as smart agri-
Internet of things culture, environmental monitoring, and industrial automation has significantly increased the
Long range number of connected devices and the volume of data generated. LoRaWAN, a protocol origi-

Wireless communications
Transmission parameters
Energy efficiency

nally designed for low-bandwidth and sporadic transmissions, faces challenges in supporting these
evolving requirements. In particular, the limited channel capacity and uncoordinated ALOHA-
based medium access protocol render LoRaWAN increasingly susceptible to congestion, packet
collisions, and energy inefficiencies in dense deployments. This paper presents CADD, a novel
channel congestion control mechanism for LoRaWAN networks that addresses end-device and
gateway-level constraints while incorporating data priority. The proposed approach combines (i)
a dynamic data reduction technique at the end devices to eliminate redundant transmissions and
(ii) an adaptive duty cycle regulation mechanism that adjusts transmission opportunities based on
channel congestion observed at the gateway. This joint strategy enables efficient use of the com-
munication channel while ensuring the reliable delivery of critical data. The proposed method is
evaluated using realistic datasets in large-scale network scenarios. Experimental results demon-
strate that CADDeffectively reduces transmission frequency and energy consumption, mitigates
channel congestion, and improves overall network performance and scalability in high-density
IoT deployments. In scenarios with up to 500 devices, CADDachieves up to a 4 X higher PDR and
reduces energy consumption by approximately 54% compared to a state-of-the-art congestion
control scheme and a static duty cycle baseline.

1. Introduction

LoRa communications, based on the LoRaWAN protocol, have emerged as a key technology for Internet of Things deployments due
to their low power consumption and long-range coverage [1,2]. LoRaWAN was conceived for low-bandwidth and infrequent trans-
missions, primarily for applications involving small data payloads and long-range communications [3-5]. Therefore, it is well-suited
for remote sensing or status updates, where energy efficiency and extended battery life are prioritized over high data throughput.
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However, the evolution of the IoT across sectors like smart agriculture, environmental monitoring, smart cities, and industrial au-
tomation has led to a dramatic increase in the number of connected devices and volume of data generated [6-13]. This increasing
demand has driven a transition from traditional transmission intervals of hours or days to significantly shorter intervals, often span-
ning just a few minutes [14-17]. As a result, LoRaWAN networks are prone to congestion due to their limited channel capacity and
resource constraints [18]. Congestion can lead to increased energy consumption, packet losses, and collisions, ultimately degrading
the network’s overall performance. In this context, distinguishing between critical and non-critical data becomes increasingly impor-
tant, as assigning the same transmission priority to all packets can lead to inefficient energy management and degrade Quality of
Service (QoS) [19-21]. This change in usage patterns, combined with the deployment of densely populated networks and higher data
rates, further exacerbates these challenges, highlighting the need for adaptive strategies that can manage communication resources
efficiently.

LoRaWAN typically employs a star topology [22] in which a set of gateways manages all the traffic from the end devices and
forwards it to a centralized network server connected to the Internet. The network server ensures reliable data exchange among
sensors, actuators, gateways, and applications. While this topology simplifies deployment and management, it relies on a limited
number of gateways, exacerbating scalability challenges [23-25]. To alleviate this issue, LoORaWAN employs an ALOHA-based Medium
Access Control (MAC) protocol, which allows end devices to transmit data whenever they have information to send, without requiring
prior coordination. ALOHA is a multiple-access protocol that operates in the MAC layer, enabling data transmission from multiple
nodes over a shared channel. This reduces overhead, supports asynchronous communication, and is well-suited for low-power devices
operating in unlicensed frequency bands such as the 868 MHz (EU) or 915 MHz (US). LoRaWAN also operates with multiple frequency
channels or sub-bands, allowing devices to distribute their transmissions across these channels. This strategy helps reduce inter-
channel interference and, therefore, congestion by balancing the load across available frequencies. However, the lack of coordination
inherent to the ALOHA protocol also leads to an increased risk of co-channel interference and collisions when multiple devices transmit
simultaneously on the same frequency. In dense deployments, this can lead to severe channel congestion, reducing the Packet Delivery
Ratio (PDR) and causing higher latency [26-28].

In the literature, some works have also optimized transmission parameters to reduce collisions and co-channel interference, and
consequently, alleviate channel congestion [29-33]. Collisions and interference are highly influenced by the choice of spreading factor,
as this parameter affects both the time-on-air and communication range [28]. Higher spreading factors lead to longer transmissions and
broader coverage, which increases the likelihood of packet overlap and co-channel interference, particularly in dense deployments.
However, these approaches often overlook channel congestion and lack adaptability to dynamic network conditions [33,34]. Others
tackled interference and collisions through detection, synchronization, or channel access schemes [27,35-37], yet these typically
relied on precise synchronization or energy-intensive mechanisms. Data compression and reduction techniques were also proposed,
as well as prediction techniques to reduce transmission volume and energy use [38-41], but they frequently assumed regular sensing
patterns and overlooked gateway overload. Moreover, existing approaches rarely evaluate the impact of data reduction on the fidelity
of the transmitted data, i.e., how well the reconstructed signal preserves the essential characteristics of the original measurements.
Adaptive duty cycle methods, where the duty cycle refers to the fraction of time a device is allowed to transmit, have also been
explored to regulate transmissions based on network or energy conditions [42,43], although they often failed to account for data
priority or channel congestion. Overall, existing approaches tend to address isolated aspects of the channel congestion problem, such
as interference, collisions, or energy consumption, without providing a comprehensive and dynamic mechanism that jointly considers
end device and gateway congestion, resource constraints, and data priority [44].

To address these issues, we propose CADD, a novel channel congestion control approach that increases the scalability, energy
efficiency, and communication reliability of LoRaWAN networks while considering different levels of data priority. The method
leverages both signal quality and interference indicators to accurately assess channel congestion, enabling dynamic adaptation to
changing channel conditions. CADDcombines continuous data reduction with periodic adaptations of the duty cycle of each end
device using the congestion information measured at the gateway side.

First, a dynamic data reduction strategy is applied at the end devices to limit redundant transmissions, which is crucial to alleviate
interference and minimize end device energy consumption. In critical applications where almost every data point may represent
valuable information [19-21], the gateway or network server can reconstruct the time series using anything from simple linear
interpolation to more advanced machine learning-based reconstruction to improve accuracy and capture nonlinear trends [45,46].
In any case, it is important to highlight that excessive data reduction may lead to significant information loss, potentially affecting
the accuracy of the reconstructed data. To address this trade-off, our approach minimizes transmissions while preserving data fidelity
below an acceptable threshold. In applications such as environmental monitoring, where small deviations are tolerable, this strategy
can achieve substantial energy savings without compromising the overall trends and patterns of the sensed data.

While data reduction effectively minimizes redundant transmissions and conserves energy, interference may still degrade perfor-
mance in dense networks with many devices that may transmit simultaneously [18]. For this reason, we complement data reduction
with a dynamic duty cycle adaptation mechanism. This joint adaptation is essential because congestion depends on the local trans-
mission behavior of end devices, but the overall channel status is measured at the gateway side. By coordinating decisions across
both the end device and gateway, CADDeffectively responds to dynamic conditions, prevents overload, and prioritizes the delivery of
critical information capabilities that isolated, device-only or gateway-only strategies struggle to achieve. When many devices operate
simultaneously, and all try to use the maximum allowed duty cycle, the channel can quickly saturate. In such cases, devices may still
sense data but fail to transmit due to airtime limits, causing a loss of critical information in dense deployments. To address this, we
dynamically adjust each device’s duty cycle based on congestion and data priority. Instead of enforcing a fixed duty limit, we regulate
transmissions to relieve channel load while preserving critical data delivery. A lightweight heuristic algorithm enables fast, scalable
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decisions without complex optimization or sequential learning. This is complemented by data reduction at the end device, which sup-

presses redundant values. Under high congestion, the reduction becomes more aggressive to prioritize essential information; when

the channel is less loaded, more data is transmitted. Unlike offline time-series analysis of historical data, our method adapts the duty

cycle and data reduction dynamically at the end devices and gateways by leveraging the most recent channel conditions, interference

levels, and data similarity [45,46]. This joint adaptation enables efficient adaptation while preserving the lightweight computation

required by constrained devices, and it eliminates the need to offload historical data processing to external devices or infrastructure.
The contributions of this paper can be summarized as follows:

¢ A novel channel congestion control approach for LoRaWAN networks, designed to improve scalability, energy efficiency, and
communication reliability in high-density deployments.

e The integration of a lightweight redundancy suppression mechanism that dynamically reduces unnecessary data transmissions,
making it particularly suitable for scenarios with a large number of connected devices and high data volumes.

¢ An adaptive duty cycle mechanism to dynamically regulate transmission opportunities based on network conditions and data
priority. This approach ensures efficient channel usage while maintaining the reliable delivery of critical information under strict
regulatory constraints.

¢ The proposed mechanism achieves up to a 4 x higher PDR while reducing energy consumption by around 54%, thereby enhancing
overall performance and scalability in high-density IoT deployments.

The rest of this paper is organized as follows. Section 2 describes and discusses related work. Section 3 introduces the proposed
model, including the network architecture, transmission reliability, path loss, and interference models. Section 4 presents the proposed
method, detailing the data reduction strategy and adaptive duty cycle control mechanism. Sections 5 and 6 describe the experimen-
tal setup and the evaluation results, respectively, comparing it with state-of-the-art congestion mechanisms in LoRaWAN. Finally,
Section 7 summarizes the major findings of this study and outlines future work.

2. Related work

Channel congestion in LoRaWAN networks, mainly caused by packet collisions and co-channel interference, has become a critical
challenge, especially as the number of connected devices and the volume of generated data increase. This challenge is exacerbated by
the limited resources of LoRaWAN, the lack of coordination inherent in ALOHA-based protocols, and the reliance on a small number
of gateways for managing network traffic.

2.1. Optimization of transmission parameters

Several approaches have been explored to mitigate channel congestion due to interference and collisions in LoRaWAN networks.
One of the strategies employed was the optimization of transmission parameters [29-32,34,47], such as the dynamic selection of
the data rate (DR) and spreading factor (SF). For example, works such as [29] developed a congestion-aware ADR algorithm that
adapted the spreading factor based on network conditions, showing improved data delivery rates (DER) and energy consumption (EC)
in dense networks. Similarly, [30] proposed a contention-aware ADR method that limited the number of devices allowed to use the
same data rate, minimizing the likelihood of collisions, which degraded performance. The authors in [31] proposed a probabilistic
model and optimization framework that dynamically selected the most suitable SF for retransmissions, aiming to maximize the
probability of success while avoiding congestion on higher SFs. Their approach adaptively reallocated SFs based on each device’s
transmission history, effectively reducing collisions in dense scenarios. Likewise, the I-ASF algorithm proposed in [32] enhanced SF
assignment by considering gateway sensitivity, SF-specific interference, time overlap of colliding packets, and interfering energy. This
interference-aware allocation minimized the Time on Air (ToA), leading to a significant improvement in the packet success ratio in
dense deployments. However, these methods often lacked adaptability to dynamic changes in network conditions since they focused
on end device adjustments while neglecting channel congestion.

2.2. Co-channel interference and collisions

While the optimization of transmission parameters contributed to reducing collisions by improving channel use, other research
efforts have focused more directly on the interference and packet collisions that arose in dense deployments [27,35-37]. These works
explored diverse strategies such as interference detection, synchronization mechanisms, and channel access enhancements to improve
communication reliability. The review in [27] presented a comprehensive classification of interference sources in LoRa networks,
covering inter-network and intra-network domains. While their classification focused on network-level interference domains, the pa-
per also discussed key mechanisms, such as co-SF and inter-SF interference, that contributed directly to channel congestion in dense
deployments. Their review included various mitigation and avoidance techniques, including dynamic SF allocation, enhanced Adap-
tive Data Rate (ADR) schemes, and interference cancellation at the receiver end. In [35], the authors proposed a two-fold interference
mitigation approach for LoRaWAN. Instead of avoiding collisions, they introduced an interference-aware algorithm that enabled the
detection of superposed LoRa signals. Additionally, a combining mechanism at the network server leveraged redundant packet re-
ceptions from multiple gateways to improve decoding reliability. These techniques reduced retransmissions and energy consumption
and allowed end devices to use lower spreading factors, improving spectral efficiency in large-scale deployments. The work in [36]
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proposed a time synchronization platform for LoRaWAN that enabled slot-based communication using a master-slave architecture,
aiming to reduce collisions, improve downlink availability, and enhance energy efficiency. Finally, [37] proposed CANL, a novel
asynchronous collision avoidance mechanism for LoRaWAN, which implemented a Listen-Before-Talk (LBT) strategy by placing end
devices in packet reception mode before transmission. Simulations showed that CANL improved PDR compared to traditional ALOHA
while maintaining low energy consumption. However, these approaches often rely on precise time synchronization, multi-gateway
combining, or extended listening, which may be impractical and energy-intensive in large-scale LoRaWAN deployments.

2.3. Data compression and reduction

Many works used data compression and reduction techniques to minimize energy consumption in end devices [6,38-40,48-53]. By
improving the energy efficiency of end devices, these methods decreased the frequency and volume of transmissions, thereby reducing
the network load[38]. evaluated lightweight temporal compression algorithms that enhanced battery life by significantly reducing
transmission frequency, emphasizing the role of sleep current consumption in device longevity. Similarly, [48] demonstrated the
efficiency of temporal compression methods to extend sensor battery life by adjusting key parameters such as the SF and measurement
interval. Various works used prediction algorithms for data reduction, further optimizing transmission by filtering data using methods
such as change detection, thereby conserving energy and alleviating congestion. For example, [39] introduced an adaptive method for
data reduction that used prediction to reduce communication costs while maintaining high accuracy, leveraging sensor data similarity
to decide whether to transmit. In the same vein, [49] proposed a double-layered in-network data reduction method, and [6] presented
a dynamic subsampling technique aimed at tackling the increasing data traffic in IoT systems. In environments like agriculture, where
conditions do not often change, [40] proposed an analytical prediction algorithm using estimations (APAEs) across sensing, fog, and
cloud layers. The APAEs algorithm predicts the next data value and only transmits when the actual data differs significantly from the
prediction, effectively reducing unnecessary transmissions and conserving energy and bandwidth. While predictive methods achieved
considerable reductions in data transmission, they also introduced computational challenges. For instance, [50] and [51] employed
models based on Long Short Term Memory (LSTM) and dual prediction schemes to predict sensor data and reduce unnecessary
transmissions. However, the complexity of these models, particularly the use of LSTM, often resulted in increased computational
energy consumption at the sensor nodes. To balance prediction accuracy with computational efficiency, studies such as [38,52,53]
explored lighter-weight methods. [52] combined data correlation and prediction techniques to avoid redundant transmissions in smart
agriculture scenarios, while [53] and [38] investigated the effectiveness of temporal compression and lightweight protocols to extend
sensor node lifetime. While these techniques effectively reduced energy use and transmission volume at the device level, they often
assumed regular sensing patterns, limiting their applicability in dynamic or event-driven scenarios. Despite efforts to use lightweight
methods, some models still imposed a computational burden on constrained nodes, focusing solely on end device efficiency and
overlooking gateway congestion, which remains a major scalability bottleneck in dense LoRaWAN deployments. Furthermore, the
impact of such reduction techniques on data fidelity (how accurately the reconstructed data reflects the original measurements) was
rarely assessed, which could lead to the loss of critical information.

2.4. Adaptive duty cycle control

While data reduction techniques aimed to limit the volume and frequency of transmissions, other approaches focused on reg-
ulating when transmissions occur through an adaptive duty cycle [34,42,43,54-56]. For example, [55] proposed a duty cycle data
aggregation algorithm to improve energy efficiency based on sensor activity in precision agriculture applications. In [42], the authors
addressed the challenges of dynamic data generation in IoT networks by proposing an Adaptive Duty Cycle Control (ADCC) scheme.
This approach combined dynamic duty cycle adjustment with efficient energy management to mitigate congestion, reduce latency,
and minimize data loss. Similarly, [54] introduced a dynamic duty cycle mechanism that adapted to changes in traffic load and
battery status, synchronizing with neighboring devices to improve packet delivery rates and reduce end-to-end delay. Other studies
leveraged machine learning (ML) and advanced algorithms to optimize energy efficiency and system responsiveness. For instance,
[43] incorporated a BiLSTM-based algorithm that identified traffic load patterns and optimized sleep scheduling based on energy lev-
els and traffic predictions. By adjusting duty cycles according to predicted demand, the system reduces the computational load while
maintaining sensor energy. Similarly, [56] used a reinforcement learning (RL) model to balance energy sustainability and Quality of
Service (QoS) through adaptive duty cycling in energy-harvesting environments. Although these works effectively extended battery
life and improved energy use, channel interference and packet collisions remain significant challenges in high-density networks.
These methods also did not consider the criticality of the data, which may lead to the loss of high-priority information.

3. System model

In this section, we present the system model used to support the design and evaluation of CADD. The model characterizes the
key LoRaWAN network components, reliability constraints, and interference dynamics. It serves as the analytical basis for capturing
network behavior under varying channel congestion levels and guides the development of adaptive control mechanisms.

3.1. Network model

We consider a LoRaWAN network composed of a set of end devices E = {e,, ..., e,} and a set of gateways G = {g,, ..., g, }, Where
n and m represent the total number of end devices and gateways, respectively. The gateways serve as intermediaries that receive
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uplink transmissions from EDs and forward them to the network server. We assume that each ED is equipped with a sensor that
collects data from the environment, such as temperature, humidity, or air quality. In this context, the EDs in our model are assumed
to be Class A devices [22], which are widely used in LoRaWAN for their simplicity and energy efficiency, as they only transmit upon
data generation and otherwise remain in sleep mode. However, not all data collected by the sensor is transmitted. Some data may
be discarded because the EDs must comply with duty cycle regulations, each one operating under a transmission constraint, which
limits the proportion of time a device can be active for transmission. Specifically, the duty cycle of each device is constrained by the
lower and upper bounds, dl.m‘“ and 4", which define the minimum and maximum transmission times allowed for each device. These
restrictions are reset at fixed time intervals 7. As a result, only a subset of the sensed data is transmitted, denoted as sl’.. Finally, each
ED is associated with a priority level 4;, which is used to prioritize the transmission among packets.

3.2. Transmission reliability model

In a LoRaWAN network, the reliability of transmissions is determined by two main factors: (i) the Received Signal Strength
Indicator (RSSI) at the gateway must be above its receiver sensitivity threshold, and (ii) the packet should not be corrupted by
interference from the transmissions of other end devices [57]. PDR indicates the likelihood that a packet transmitted by e; € E is
successfully received by g, € G. It can be computed as the product of two probabilities: the first is the probability that the RSSI is
sufficient for successful reception (y;;,), and the second is the probability that the packet is not corrupted by interference (¢;;) [28]:

PDR; =iy - i 1)
To calculate the RSSI of a transmission, we adopt the log-distance path loss model, as it applies to both rural and urban environ-

ments. This model considers the transmission power, the distance between the end device and the gateway, and the signal attenuation
effects caused by fading.

d.
RSSI,;, = p; — PL(dy) — 10y log,, <di> -N, )
0

where p; € P is the transmission power of end device e;, PL(d,) represents the mean path loss at a reference distance d;, (typically
under line-of-sight conditions), y is the path loss exponent that indicates how the signal strength decays with distance in the given
environment, d;, is the Euclidean distance between end device ¢; and gateway g,, and N, is a Gaussian noise term with zero mean
and standard deviation ¢, which models the random variations in signal strength due to shadow fading.

Then, to determine the probability that the RSSI is sufficient for successful reception, denoted as y;;, we decompose the RSSI into a
deterministic component z;; and a random noise component N;;, where RSST; = z; — N, with z;; = p; — PL(d,) — 10y log,, (%)
and N;, ~ N(0,0), a Gaussian random variable representing the noise. The probability that the RSSI exceeds the receiver sensitivity
threshold , at a given spreading factor f; is computed using the error function erf (-) as follows [58]:

Zie — Nsi
Wik = P(RSS Ty 2 ng) = %+lerf< i f'> 3

2 V2o

where #,; is the GW’s sensitivity threshold.
3.3. Interference model

Co-channel interference has a significant impact on packet delivery in LoRaWAN networks, particularly when multiple end devices
transmit on the same frequency channel. This type of interference occurs when the signal from one device is strong enough to degrade
the communication quality of another device, resulting in packet loss. To model this interference, we calculate the probability that a
packet from end device ¢; at gateway g, is successfully received without being disrupted by transmissions from other EDs, denoted as
¢ix- This probability is determined by considering the potential overlap between the transmissions of different EDs. For two devices, ¢;
and e;, the probability that end device e; interferes with end device ¢; depends on the time overlap of their transmissions. Assuming
that a transmission can be successfully decoded if at least the last five preamble symbols are received without interference [59],
we compute the time interval during which end device e; must refrain from transmitting to avoid interfering with end device ¢;’s
transmission as T,'J =T, +T, - (n, — 5)T;*", where T; and T; are the transmission durations for ¢; and ¢,, respectively, while n, is the
number of preamble symbols, and T;”" represents the symbol duration for end device e;. Using this time window, we calculate the
probability that e; interferes with e;’s transmission based on the exponential nature of packet generation in the network [28,60] as

!

h;=1- ¢ *Tij where x is the mean packet generation rate of the devices in the network. We also need to consider the robustness of
LoRa modulation. LoRa’s modulation allows packets to be successfully decoded even when the RSSI is below the noise floor, provided
that the signal-to-interference ratio (SIR) remains above a certain threshold, which depends on the spreading factor used by end
device ¢; and end device e ; [61-63]. The probability that end device ¢;’s transmission is corrupted by interference from e ; 1s then
calculated as:

P(RSSIy ~ RSSIy <wy ;) =P(Njy — Ny <op ;. — (2~ 2ji)) @
g~ 2 = Zj)
=l+lerf<—ff" x ) ®)
272 220
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where o, 5 is the interference threshold, erf denotes the Gaussian error function, and N, and N, represent the Gaussian random
variables that model the noise for end devices e; and e;, respectively. Finally, to compute the total interference probability across the
network, we consider the cumulative lnterference effect from all the other EDs. The probability that a packet from end device ¢; at
gateway g, is not corrupted by interference is expressed as:

ik = 1—h;; P(RSSI;;, —RSSI; <w 6

G IGUIZIW; i P( ik k< @pp)) (6)

This formulation inherently models the capture effect, allowing packets to be decoded even under temporal overlap when the

SIR exceeds the corresponding threshold [58]. Rather than assuming full knowledge of collisions or instantaneous channel states,

this approach employs metrics realistically available in LoRaWAN deployments, such as measured RSSI values, spreading factor

assignments, and observed traffic patterns. In other words, it does not rely on perfect channel knowledge, including hidden collisions,

but operates directly on stochastic and noisy channel metrics. This modeling approach aligns with common practice in the LoRaWAN

literature, where interference is treated stochastically based on reception-related statistics and temporal overlap assumptions rather
than instantaneous channel knowledge [28,57,64].

4. Method

In LoRaWAN networks, the uncoordinated nature of ALOHA-based access, combined with limited channel capacity and increasing
device density, often leads to high channel interference and packet collisions. These issues are further aggravated by the continuous
generation of sensor data [14-17], which may include redundant or low-priority information that unnecessarily occupies valuable
transmission opportunities. To address these challenges, we propose CADD, a joint channel congestion control approach that com-
bines adaptive data reduction and duty cycle control to improve scalability, energy efficiency, and communication reliability. The
design emphasizes low computational overhead and responsiveness to dynamic network conditions, ensuring feasibility for real-
world deployments in dense and resource-constrained LoRaWAN environments. In addition, CADDoperates independently of the
end-device position, relying solely on packet-level metrics continuously updated at the gateway. While our evaluation focuses on
static deployments, CADDcould potentially be extended to support mobile end devices in future work.

4.1. End device data reduction

In many IoT applications, such as agriculture, environmental monitoring, and smart cities, millions of data readings are generated
by sensing nodes. These data generally show slight changes between consecutive readings. For example, parameters like temperature,
humidity, and air quality tend to follow predictable, linear patterns. One of the key components of our model is a lightweight device-
level data suppression mechanism that avoids transmitting sensor readings that remain similar over time, preserving only significant
changes. This helps avoid unnecessary transmissions, reducing the burden on the channel and conserving energy [6,40,49]. Several
techniques have been proposed for reducing sensor data, including delta encoding, piecewise approximation methods (e.g., PLA, PAA),
and predictive models using time series forecasting. However, these methods may involve higher computational overhead and rely
on assumptions about signal behavior that may not be valid in resource-constrained or rapidly changing environments. Our approach
uses Symbolic Aggregate Approximation (SAX) [65], a technique that reduces the time series of continuous sensor readings to a string
of symbols capturing only the significant changes, offering a good balance between reduction efficiency and computational simplicity.
This technique allows the system to transmit only the relevant data, thereby minimizing unnecessary transmissions, reducing energy
consumption, and preserving the essential trends in sensor readings. It is important to note that the reduction mechanism operates on
each measurement as it arrives, without long-term buffering or temporal aggregation. Therefore, no additional delay is introduced
beyond the inherent latency of LoRaWAN communications, and the data reduction process does not affect the timeliness of sensor
updates. SAX has been widely used in IoT applications [10-13] that exhibits gradual variations. These properties are typical of
environmental and infrastructure monitoring applications in LoRaWAN, such as temperature, humidity, air quality, illumination,
and voltage measurements. Such signals often produce large volumes of redundant samples, where consecutive readings differ only
slightly [40,66].

An important aspect of our approach is the concept of data fidelity, which refers to how well the reduced and reconstructed
signal preserves the characteristics of the original time series [45]. Since SAX generates a symbolic representation of the data, the
application can reconstruct an approximate version of the original signal using the transmitted symbols. In our implementation, this
reconstruction is performed using linear interpolation between consecutive transmitted values [67].

Given a time series of sensor data X = [x;, x,, ..., x;] of length /, observed at end device ¢;, the first step in SAX is the segmentation
of the time series into w consecutive, non-overlapping segments of length ¢ = ﬁ, where the hth segment s, € S contains the values
from indices (h—1)-g+1toh-q.

Sp Z[x(h_1)4q+1,---,xh.q], Vhe(l,2,...,w} @)

For each segment, the mean value §, is calculated as the average of all the values contained in s, capturing the representative
magnitude of the data within that segment:

Z X Yhe({1,2,..,w)} ®)
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To ensure comparability across different time series, the resulting segment means are normalized using the mean and standard
deviation of the original time series X. The normalized segment values are given by:
§, —
g =B vhe(1,2,...,w) ©)
Ox

where uy is the mean and oy is the standard deviation of the original time series X:

Hx = Xy (10)

1
L=

Each segment value $) is mapped to a symbol, resulting in a symbolized sequence Z = [z, z,, ..., z,,], where each z;, € Z represents
the symbolic approximation of the corresponding segment of the time series. We apply SAX to encode the time series and determine
whether a given sensor value should be transmitted. To reduce redundant transmissions, a new reading is only sent if its symbolic
representation differs from the previous one. This helps reduce network traffic and conserve energy by ensuring that only significant
changes are communicated, rather than repetitive data.

Each end device dynamically adjusts the granularity of its symbolic representation according to its assigned duty cycle. When the
channel is congested and the duty cycle is restricted, end devices have fewer opportunities to transmit. In this context, reducing the
amount of data sent becomes crucial to avoid wasting limited transmission time on low-priority or redundant information. Specifically,
the number of SAX regions used to encode the time series is determined by the current duty cycle. Lower duty cycles result in fewer
regions (coarser granularity), while higher duty cycles allow more regions (finer granularity), enabling more detailed data to be
preserved. This flexibility ensures that the reduction level adapts to the communication constraints of each device. Algorithm 1
summarizes this process. The input time series X is first normalized (line 3), and the number of SAX regions R is computed based on
the current duty cycle d; (line 4). R,;, and R,, denote the minimum and maximum number of regions, which define the range of
symbolic granularity allowed. A higher duty cycle yields a larger R, enabling finer data representation, whereas a lower duty cycle
enforces coarser discretization to reduce channel load. Then, each normalized mean value §} of each segment is assigned to a symbol
z;, from alphabet a according to its corresponding region. It is important to note that this alphabet merely controls the granularity of
its symbolic representation, and should not be confused with an alphabet used for decoding at the gateway. Regions are defined by
a set of breakpoints # derived from the Gaussian distribution (lines 5-10), where ®~! represents the inverse of the quantile function
of the standard normal distribution. Finally, only symbols that differ from the previously transmitted ones are sent, ensuring that
only relevant changes are transmitted, while redundant data is suppressed (lines 12-17). The worst-case time complexity of the SAX
transformation is O(n), where n is the length of the input time series. This results from a single pass through the data for segmentation,
normalization, and symbol assignment.

Algorithm 1 CADD(ED).

1: Input: X, d;, d™", 4™, R

2: Output: Z%™

3: §' « normalized segment means using Egs. (7)-(9)
d,-—d}"in

4 R« Rmin + (Rmax -

Rmin)' W
5 f= {@‘I(R;H) ci=1,2,...,R— 1} > Calculate breakpoints
6: Z «[]

7: for § € §" do
8.
9

R

min> Nmaxs W

z;, < a; where j = min{k € {1,2,..., |8} : §;l < pruflpl} > Symbol assignments
: Z < ZUz,
10: end for
11: Z% «[], Zprey < None
12: for z, € Z do > Data reduction
13: if z), # zpey then
14: Z% « Z%yz,
Zprev < Zp
16: end if
17: end for
18: return Z%

4.2. Adaptive duty cycle control

While data reduction at the sensor node level helps reduce potential congestion by analyzing data behavior, this approach may not
fully account for all the factors that may lead to congestion in the channel, such as the number of devices transmitting simultaneously
and the channel’s capacity to handle traffic. For instance, a large number of devices transmitting at the same time can cause packet
collisions or co-channel interference, leading to increased retransmissions and delays, especially in networks with limited channel
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bandwidth and low transmission power [28]. Additionally, network capacity limitations, such as gateway bandwidth or the ability of
the network to process incoming data, can quickly become bottlenecks when many devices attempt to send data simultaneously [2].
To address these factors, we introduce an adaptive duty cycle control at the gateway, which adjusts the transmission opportunities
of each end device based on dynamic channel congestion levels. LoRaWAN usually operates under strict duty cycle regulations in
unlicensed ISM bands (e.g., 868 MHz in Europe, 915 MHz in the US), which restrict the airtime of end devices to ensure fair spectrum
usage and regulatory compliance. These limits, typically ranging from 0.1% to 10% depending on the frequency subband, define
how long a device can transmit within a given period. For example, the 868-868.6 MHz subband in Europe enforces a 1% duty
cycle. Building on this principle, our method dynamically adjusts the duty cycle of each device to reduce channel congestion, ensure
the timely delivery of high-priority information, and maintain an acceptable PDR while adhering to regulatory duty cycle limits.
We reduce the duty cycle of devices experiencing high collision rates, interference, or poor channel conditions, and increase it for
those operating with few collisions and favorable transmission conditions. The system ensures efficient spectrum use. Critical data is
prioritized through higher duty cycle assignments, ensuring timely delivery, while less critical data is transmitted less frequently. As a
result, some non-critical information may be lost due to limited transmission opportunities, which is considered an acceptable trade-off
to maintain overall network performance. This duty cycle adjustment works jointly with the data reduction mechanism. When fewer
transmissions are allowed, data reduction becomes more aggressive to preserve bandwidth and energy. When more transmissions
are possible, the reduction is relaxed to allow richer data delivery. This coordinated approach enhances network scalability and
communication reliability.

To achieve this, our formulation assumes that each end device ¢; € E generates traffic with a given priority level 4, € [0, 1] Ve, € E,
which reflects the criticality of the data it transmits. To ensure that the network remains functional under varying load conditions and
avoids excessive packet drops due to overly restrictive duty cycles, we define the minimum effective delivery rate rieff, representing
the fraction of packets successfully transmitted relative to the total that would be generated under the maximum allowed duty cycle:

p=

reff = W 11
where p* denotes the number of packets successfully transmitted by device e; under its current duty cycle ¢; € [d;“i“, d"¥™], and
p;"® is the number of packets that would have been transmitted if the device operated at the maximum allowed duty cycle d[*. In
addition, we consider two key metrics: the probability ¢; € [0, 1] that a transmitted packet is not corrupted by interference, and the
PDR PDR; € [0, 1], defined in Eq. (1). The former, {;, reflects the level of interference affecting the transmissions of device ¢;, while the
latter provides a direct measure of the overall reliability of the link, as it combines the effects of both signal quality and interference.
Both serve as complementary indicators of channel congestion. A high value of {; indicates that packets from device e; are probably
not being corrupted by interference, suggesting that the device is not currently experiencing congestion. Conversely, a low {; suggests
the presence of significant interference, which is typically associated with channel congestion due to overlapping transmissions from
other devices. Similarly, a high PDR; reflects successful packet delivery, whereas a low value may indicate channel congestion or
poor transmission conditions, such as increased distance to the gateway or signal attenuation. When either ¢; or PDR; drops below
acceptable levels, this implies that the device is experiencing performance degradation. In these scenarios, reducing the duty cycle can
help limit unnecessary transmissions, alleviate channel load, and avoid contributing to further congestion. These three metrics—rfff,
¢;, and PDR;—are periodically computed at the gateway for each end device ¢; € E, based on the packets received during the latest
time window of duration T This allows the gateway to assess the reliability and congestion level of the channel for each device, using
up-to-date observations of transmission success and interference. Based on these metrics, the goal is to determine the appropriate
duty cycle d; € [d™P, d"™] for each end device to maximize network reliability, measured by the global PDR. At the same time, the
solution must ensure that each device is able to transmit at least a minimum amount of data, even under unfavorable conditions,

while allowing the system to adapt to interference and channel conditions without overloading the network.

4.2.1. Duty cycle adaptation algorithm

To compute immediate, discrete duty cycle adjustments per end device based on current communication performance, we propose
a heuristic-based duty cycle adjustment strategy for LoRaWAN networks [57,68,69]. The proposed heuristic, detailed in Algorithm 2,
is executed periodically at the gateway every period T and determines the updated duty cycle d; for each end device ¢; € E based
on the PDR (PDR;), the probability of non-interference (¢;), and the effective delivery rate (rfff). We also consider priority 4;, which
reflects the criticality of the data transmitted by each end device. By jointly adapting these parameters, the strategy enables efficient
in-network operation with minimal computational overhead, thereby removing the need to depend on external infrastructure for
historical-data processing.

The algorithm starts by calculating network density p (line 3). For this purpose, we employ n,,,, a preconfigured parameter
representing the maximum expected number of devices within the gateway’s coverage area, which serves as a reference to normalize
the current number of active devices and compute the network density p. In line 4, if PDR; and ¢; are above certain thresholds (tppg
and 7, respectively), indicating reliable and interference-free communication, the channel is assumed to be favorable and the duty
cycle is maximized. These two metrics are the main factors used to adapt the duty cycle, together with effective delivery rate, and the
priority of the node. A low PDR; with a high ¢; (line 6) suggests strong fading and poor channel conditions rather than interference.
Therefore, we minimize the duty cycle to reduce energy consumption. When both PDR; and ¢; are below their respective thresholds
(line 8), the channel is considered congested. Suppose the end device has an effective delivery rate lower than ¢; (line 9). In this case,
the algorithm increases the duty cycle proportionally to data priority 4; (line 10) to improve transmission reliability. Otherwise (line
11), the duty cycle is determined through a weighted combination of priority and P DR; and scaled according to the estimated network
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Algorithm 2 CADD(GW).

1: Input: PDR,, (.7 2,6, d;,d™™, d™
2: Output: d]
3 p min(ﬁ, 1.0)
4: if PDR; 2 tppgr A§; 2 7, then > Favorable channel conditions
5: d] « d™
6: else if PDR; < 7ppg A{; > 7, then > Degraded channel conditions
7 dl «d™n
8: else
9. if ¥/ <6, then > Low effective rate
10: dl —d;+m -4
11: else
12: d « d™" 4 (d™ — d™"). (z, - 4+ (1 - z,)- PDR))
13: end if
14 d—d (-2
15: end if

Juy
o)}

. d! — max(d™™, min(d/, d™>))

: if |d; — d]| > x, then

d; < d] > Update duty cycle via downlink message
: end if

: return d;

N = = =
S © ® N

density to avoid overloading the channel (lines 12-14). The r, parameter allows us to control this trade-off. Higher values bias the
decision toward priority (favoring critical data), while lower values give more weight to the measured PDR; (favoring transmissions
with better performance). Finally, the duty cycle is clipped to remain within regulatory bounds (line 16), and a downlink is triggered
only if the change exceeds a predefined threshold z, to avoid redundant downlink messages (lines 17-18). In our algorithm, end
devices use unconfirmed uplink messages [59,70,71], and thus the gateway relies on periodic downlink control messages to update
the duty cycle every T, and only when the change exceeds the predefined threshold. In multi-gateway deployments, each gateway
executes an instance of the CADD algorithm, but only the gateway closest to a given end device, determined by the LoRaWAN network
server, reports duty-cycle adaptations via downlink. This leverages the network server’s existing functions for uplink deduplication
and closest-gateway selection, ensuring consistent adaptations and seamless transfer of responsibility if the closest gateway changes.
The downlink transmissions are assumed to be reliable, as our method focuses on uplink congestion and scalability. This assumption
isolates the impact of duty cycle adaptation and data reduction without introducing additional variability. In practical LoRaWAN
deployments, downlinks may occasionally be lost; however, CADDmitigates this by sending updates only when the duty cycle change
exceeds a threshold, and by allowing end devices to operate with their last valid configuration until a new update is successfully
received. In addition. the weighted combination of priority and PDR, together with the scaling by network density, also ensures that
the algorithm incorporates fairness considerations. Although devices with higher PDR naturally benefit from more reliable links, nodes
with poor link quality are not disadvantaged when their data is critical, as the algorithm increases their duty cycle proportionally to
their priority. Likewise, even devices with both low PDR and low priority retain guaranteed transmission opportunities through the
minimum duty cycle dimi“. The weighted combination of priority and PDR, together with the scaling by network density, prevents any
subset of nodes from monopolizing the channel and ensures balanced access across heterogeneous link conditions, preserving fairness
without compromising overall network efficiency. Finally, the proposed duty cycle algorithm exhibits a worst-case time complexity
of O(1). Table 1 summarizes the notation, including configuration parameters and metrics, used by CADD.

5. Evaluation setup

This section describes the evaluation setup, detailing the baselines, infrastructure, datasets, performance metrics, and evaluation
scenarios. During this evaluation, we focus on large-scale networks to assess the scalability and robustness of the proposed algo-
rithm under various network conditions. Specifically, we evaluate the effectiveness of the proposed mechanism to alleviate channel
congestion while improving scalability, energy efficiency, and communication reliability, especially in high-density IoT deployments.

5.1. Simulation framework

The evaluation experiments were conducted using a custom simulation framework developed in Python. We integrate FAST-
LoRa [58], a lightweight and efficient LoRaWAN simulator, with SimPy [72], a discrete-event simulation library ideal for managing
concurrent processes. FAST-LoRa is used to simulate wireless network behavior, including transmission, interference, and reception
events, with low computational overhead. SimPy complements this by handling the temporal scheduling and event-driven execution
of packet transmissions and receptions. In our simulations, we consider a single 125 kHz uplink channel, allowing us to focus on intra-
channel interference and packet collisions. This configuration is standard in LoRaWAN analytical and simulation studies [73-76] and
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Table 1
Summary of the main configuration parameters and metrics.

Parameter Description

d, Current duty cycle of e;

dmn, drx Minimum and maximum duty cycle constraints of ¢;
T Duty cycle reset interval

A Priority of ¢;

sy hth segment of the time series sensor data

8, Mean value of the hth segment

5, Normalized value of the Ath segment

PDR Packet Delivery Ratio

< Probability that a packet is not interfered with at e,
reff Effective delivery rate of e,

0, Effective delivery threshold of e;

p; Transmission power (dBm) of ¢;

RSSI,; Received Signal Strength Indicator of e; at g, (dBm)
Wik Probability of sufficient RSSI of ¢; at g,

ny, Receiver sensitivity at spreading factor f; (dBm)
o, SIR threshold between SFs f; and f;

n Number of active end devices in the network

Minax Maximum supported number of end devices

R Number of SAX regions (symbols)

w Number of SAX segments

zx Transmitted symbolic sequence

Ty Ty Ty, 7T, Configurable parameters for duty cycle adaptation and frequency update

can be extended to multiple channels if required. Each ED is modeled as a process, where packets are generated at random intervals,
since we assume Class A devices, while respecting their duty cycle. The GW processes the incoming packets, calculates network
metrics, and adjusts the duty cycle accordingly. Although our evaluation focuses on static EDs, the simulation framework can be
extended to support mobility by incorporating mobile ADR schemes that dynamically adjust transmission parameters as nodes move.
The source code of CADDhas been made publicly available!

5.2. Baselines

In our evaluation, we validate CADDcorrectness and accuracy using three baseline algorithms: SFC-Aware-ADR, FDCC, and
FDCC+ SAX. The first baseline is the Spreading Factor Congestion-Aware ADR (SFC-Aware-ADR) algorithm [29], which is widely
recognized in the literature as a representative ADR enhancement. It extends the standard ADR mechanism by incorporating con-
gestion information into the data rate optimization process, thereby improving the collision probabilities of end device traffic in
LoRaWAN networks. This baseline allows us to assess how the proposed mechanism performs against existing congestion-control
solutions that do not alter the data generation process. The second baseline, FDCC (Fixed Duty Cycle Control), represents a simplified
version of our proposal in which the duty cycle of all nodes is fixed and no data reduction is applied. While this scheme does not
correspond to an advanced state-of-the-art mechanism, it is consistent with prior works in the field [42] that employ fixed duty cycle
configurations as a baseline reference. This choice allows us to isolate and quantify the individual contributions of the adaptive duty
cycle control and the redundancy suppression mechanism integrated in CADD. To disentangle the effects of data reduction from
those of adaptive duty cycle control, we additionally consider FDCC + SAX. In this scheme, the duty cycle remains fixed, as in FDCC,
while redundant sensor readings are suppressed using a static, SAX-based data reduction mechanism. This baseline enables a direct
comparison between fixed duty cycle operation with and without data reduction, allowing us to quantify the benefits of redundancy
suppression independently of duty cycle adaptation. In FDCC + SAX, the duty cycle is fixed to the maximum allowed value (1.0%), and
the SAX segmentation parameter is set to the corresponding window size (w = 72), matching the configuration that CADDwould select
under the same duty cycle constraint. Together, these baselines support an incremental evaluation of the proposed mechanisms.
They allow us to separately assess the impact of static data reduction, fixed duty cycle operation, and the additional gains achieved
when local redundancy suppression at the end devices is jointly optimized with adaptive duty cycle control at the gateway. This
progressive evaluation framework provides a clear understanding of how the integration of these mechanisms improves congestion
mitigation, reliability, and energy efficiency in LoRaWAN networks.

5.3. Datasets

For our experiments, we use real-world datasets available at [77]. These datasets were collected using 54 Mica2Dot sensors
equipped with weather boards, which recorded timestamped measurements of temperature, humidity, light, and voltage, along with
sensor identifiers and topology metadata. Each sensor generated readings approximately every 30 s. These datasets are particularly

1 GitHub repository link will be added here after the peer review process.
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Number of executions
Coding rate (CR)

Path loss at d, (PL,,)

Path loss exponent (y)
Reference distance (d,)
Shadowing std. dev. ()
Distance ED-GW (d;;)

Noise floor

Duty cycle range (™", d™)
Priority level (4,)

Table 2

Evaluation parameters used in the experiments.
Parameter Value
Number of active EDs (1) 1-500
Frequency band 868 MHz (EU)
Bandwidth (BW) 125kHz
Spreading Factors (SF) 7-12
Transmission power of end device ¢; (p;) 14dBm
Payload size 26 bytes
Time window (T) 1h

5 runs per scenario

4/5

30dB

3.5

1m

2dB

0-3.5km

—174 + 10log,,(BW) dBm
0.1-1.0%

[0, 1] (uniform)

Effective delivery rate (rfff) 0-1

Effective delivery threshold (6,) 0.7

PDR threshold (z,,,) 0.8

Non-interference threshold (z,) 0.8

Channel states Optimal: PDR; > 0.8
and ¢, > 0.8
Degraded: PDR; < 0.8
and ¢, > 0.8
Congested: PDR; < 0.8

and ¢; < 0.8

Delivery status Insufficient: rfff <0.7

Satisfactory: r¢ff > 0.7
Maximum supported number
of EDs (11,,,,)
Heuristic tuning parameters (z;, 7, 74, 7,) 0.0-1.0
Minimum and maximum number
of SAX regions (R, Ry..) 4-12
Data reduction window (w) 4-72

suitable for our evaluation because they reflect typical environmental monitoring scenarios where data is generated at high frequency
and exhibits gradual variations over time.

5.4. Metrics

To evaluate the performance of CADD, we use the following metrics:

e Packet Delivery Ratio (PDR): average PDR across all devices, indicating the reliability of packet reception.

e Number of received packets (RX): number of successfully decoded packets at the gateway.

e Energy Consumption (EC): total energy consumed by all devices, following established energy models [34,47].

¢ Duty Cycle (DC): mean duty cycle of nodes, indicating how transmission opportunities are assigned over time.

¢ Mean Absolute Error (MAE): average absolute difference between original and reconstructed time series, measuring information
loss due to SAX-based reduction and data fidelity preservation.

5.5. Evaluation scenarios

To thoroughly validate the robustness and practicality of CADDacross diverse network conditions, we design three evaluation
scenarios that assess its performance in three different dimensions: scalability, adaptability, and data fidelity. The first scenario
evaluates the scalability of CADDby analyzing how its performance evolves as the number of end devices increases. This allows
us to assess the impact of network density on reliability, energy consumption, and channel congestion, comparing our approach
with existing baselines. The second scenario focuses on adaptability by examining how CADDdynamically adjusts the duty cycle of
each end device. By fixing the number of devices and observing variations in duty cycle allocation, we analyze how CADDbalances
resource usage across the channel and its effect on communication performance. While lower duty cycles reduce interference and
channel congestion, they also limit transmission opportunities, potentially affecting the timely delivery of data. Finally, the third
scenario evaluates data fidelity by analyzing the performance of the SAX-based data reduction mechanism implemented at the end
device. In particular, we assess whether the SAX-based suppression of redundant readings leads to any meaningful loss of information
at the gateway, ensuring that the reduction process itself does not compromise data fidelity. We compare raw sensor data against
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Fig. 1. Comparison of the performance of CADDand baseline schemes (FDCC and SFC-Aware) as the number of end devices (EDs) increases. The
plots show the average Packet Delivery Ratio (PDR), successfully decoded packets at the gateway (RX), total Energy Consumption (EC), and the
average Duty Cycle (DC) assigned to the EDs. Error bars indicate standard deviations across different random seeds.

reduced representation, quantifying the energy efficiency achieved and the impact of data reduction. The evaluation is conducted
as a function of the number of SAX segments w, which directly controls the granularity of the reduced data and, consequently, the
trade-off between fidelity and energy savings. The first two scenarios are simulated for 7=3600 time units (equivalent to one hour
of operation), and each experiment runs for a total of 57 =5%*3600 time units (approximately 5 hours), using five different random
seeds for the stochastic nature of event generation and channel access. We report both the average and standard deviation across
runs. Table 2 summarizes the main parameters used across all the scenarios.

6. Evaluation results
6.1. Scalability under increasing network density

This scenario is designed to evaluate the scalability of CADDas the number of end devices in the network increases. As network
density grows, LoRaWAN faces a higher risk of packet collisions and interference, especially under duty cycle constraints. The aim is
to determine how well CADDmaintains communication reliability and energy efficiency under such conditions. To achieve this, we
progressively increase the number of active end devices while keeping all other network parameters fixed. Concretely, the density
is swept from n = 1 to n = 500 EDs, a range intentionally chosen to simulate dense LoRaWAN deployments where congestion effects
become prominent, and widely adopted in large-scale performance studies of LoRaWAN networks [78-80]. Fig. 1 presents a com-
parative analysis of four key metrics: the average Packet Delivery Ratio (PDR), the number of successfully decoded packets (RX),
total Energy Consumption (EC), and the average Duty Cycle (DC). As the number of EDs increases, CADDconsistently outperforms
the baselines in reliability and efficiency. With n=500 EDs, the most challenging configuration in our evaluation, CADDachieves a
PDR about 4 x higher than FDCC, 3.6 X higher than SFC-Aware, and approximately 1.4x higher than FDCC + SAX. The comparison
between FDCC and FDCC +SAX shows that static data reduction improves reliability, as FDCC+ SAX consistently achieves higher
PDR. However, this gain saturates at high network densities, and FDCC + SAX remains clearly below CADD, indicating that data
reduction without duty cycle adaptation is insufficient to mitigate congestion effects. At this density, in terms of successfully decoded
packets at the gateway, CADDdelivers 26% more packets than FDCC, 6% more than SFC-Aware, and 1% than FDCC+ SAX. This
gain is noteworthy because, although CADDtransmits fewer packets overall due to the SAX-based reduction and adaptive duty cycle,
a larger proportion of them is successfully received, maximizing the utility of each transmission while avoiding the energy consump-
tion of redundant or low-probability packets. In terms of energy efficiency, CADDreduces energy consumption by 54% compared to
FDCC and SFC-Aware. At this density, FDCC + SAX already lowers energy consumption by approximately 27% with respect to FDCC,
while CADDachieves an additional reduction of about 37% compared to FDCC + SAX, indicating that jointly adapting the duty cycle
and data reduction provides further energy efficiency gains under congestion. Concerning the duty cycle, all schemes operate at
the regulatory limit across all densities, since no adjustment is applied. As the number of end devices increases, CADDprogressively
adapts, often reducing the duty cycle, to mitigate co-channel interference and collisions while considering device priority and channel
conditions. Despite this reduction, PDR remains high, and the number of successfully received packets exceeds that of the baselines,
showing that transmission opportunities are used more efficiently rather than more frequently. Overall, these results demonstrate
that CADDmaintains high reliability and energy efficiency, even under severe channel congestion.

6.2. Impact of adaptive resource allocation

This scenario examines the impact of dynamically adjusting the duty cycle of each end device in CADDas a function of end device
priority. For this purpose, we set the number of end devices to 300 and observe how priorities and duty cycles are distributed among
them. The goal is to understand which devices are prioritized and how transmission opportunities are allocated based on device
characteristics and channel conditions.

Fig. 2 (left) shows the distribution of end devices according to their assigned priority. The histogram indicates that the network
contains end devices with varying priorities following a normal distribution. Fig. 2 (center) illustrates a clear increasing trend:
devices with higher priority are assigned larger duty cycles, allowing them to transmit more frequently. Conversely, devices with
lower priority are allocated significantly low duty cycles, limiting their transmission opportunities. This reflects how CADDprioritizes
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Fig. 2. Distribution and allocation of duty cycles under CADDfor 300 end devices. The left subplot shows the density of devices according to their
priority (4). The center subplot reports the average duty cycle assigned to devices grouped by priority, while the right subplot reports the average
duty cycle grouped by Packet Delivery Ratio (PDR). In the center and right plots, the lines show the mean duty cycle within each group, with shaded
areas indicating the standard deviation across different random seeds.
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Fig. 3. Empirical heatmap of the average duty cycle selected by CADDas a function of device priority (1) and the observed Packet Delivery Ratio
(PDR), obtained by binning simulation samples.

channel utility, favoring high-priority data while removing less critical transmissions to optimize energy consumption and channel
usage. Packet loss in low-priority devices is, therefore, more acceptable, as the information they generate is less relevant at the
application level. Fig. 2 (right) examines how the assigned duty cycle correlates with the measured delivery ratio. The results indicate
that devices with low PDRs, i.e., those whose transmissions are less often successfully received by the gateway, tend to receive lower
duty cycles. This behavior reflects CADD’s strategy of avoiding allocating excessive transmission opportunities to devices with reduced
delivery performance. Instead, CADDconcentrates resources on devices with higher PDRs, where transmissions are more likely to be
successful. Taken together, the center and right subplots highlight how CADDjointly considers device priority and channel reliability
when allocating duty cycles, ensuring that scarce transmission opportunities are directed toward data that is both important and
more likely to reach the gateway, thus maximizing overall channel efficiency. Fig. 3 integrates the insights previously presented in
the center and right subplots of Fig. 2 by representing them within a unified heatmap. This visualization jointly encodes device priority
and delivery performance, illustrating how the duty cycle values selected by CADDare distributed across different combinations of
both metrics. In general, regions associated with higher priority and stronger delivery ratios tend to exhibit higher duty cycle values,
whereas areas reflecting lower priority or poorer reliability are typically associated with reduced allocations. Deviations from this
general trend arise because the duty cycle adaptation also accounts for additional network variables such as interference level,
effective delivery rate, and network density. Empty or sparsely populated regions correspond to combinations of priority and delivery
performance that do not arise in the evaluated scenarios and therefore have no representative samples in the heatmap.

6.3. Data fidelity under SAX-based reduction

This scenario evaluates the effectiveness of the SAX-based data reduction mechanism implemented at end devices by analyzing
its impact on data fidelity and energy efficiency. As introduced in Section 4, data fidelity refers to how well the reconstructed signal
approximates the original sensor data after reduction. Since the application reconstructs the time series using linear interpolation of
the transmitted values, we use the Mean Absolute Error (MAE) to quantify the deviation between the raw data and its reconstructed
version. Our approach reduces the number of transmissions by filtering out consecutive values that remain within similar ranges,
which is crucial for saving energy while preserving the most relevant information. Fig. 4 illustrates this trade-off by applying SAX
with different granularities (w={4, 16, 36, 72}) to temperature and humidity traces from a representative sensor. As expected, finer
resolution (w=72) closely follows the raw signal, while coarser resolutions (w=4) and w=16 discard more intermediate values,
significantly reducing the number of transmissions. Intermediate settings, such as w =36, offer a balance, capturing main fluctuations
while filtering out smaller variations. To generalize this analysis, Fig. 5 quantifies the average and standard deviation of the MAE and
energy consumption as a function of w, using multiple datasets from different sensors. The results confirm that larger w values lead
to higher energy consumption but lower reconstruction error, whereas smaller w values reduce energy consumption by more than an
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Fig. 4. Example of SAX-based reduction applied to temperature and humidity traces of a representative sensor. The plots compare the raw signal
with its reduced versions using different granularities, w= {4, 16, 36, 72}, where vertical lines represent transmitted data points.

4 le3
Temperature Humidity -=-=- Raw
20 1 e I ittt ettty
S £
-~ >
w &2
< i -
s 10 GC"
w7
0 10 20 30 40 50 60 70 0 10 20 30 40 50 60 70
w w

Fig. 5. Average and standard deviation of the Mean Absolute Error (MAE) and Energy Consumption (EC) for temperature and humidity sensors as
a function of SAX granularity w. The EC is compared against the raw data transmission of sensors.

order of magnitude at the cost of a moderate increase in the MAE. Importantly, even with coarse resolutions (e.g., around w=16),
the MAE remains below 4%, showing that SAX-based reduction can significantly lower transmission overhead while maintaining
acceptable information quality. A considerable degradation occurs at very small w values (w=4), where the signal is too sparsely
represented to capture relevant variations, and these settings are illustrative rather than practical. This behavior is advantageous, as
it demonstrates that in the practical operating range of w, our method preserves high data fidelity. At the same time, the reduction
in the number of transmitted samples yields substantial energy savings compared to raw transmission. Even in the case of the highest
granularity (w =72), where the number of transmitted samples is largest and the reduction is smallest, energy consumption is about
72% lower for temperature and 48% lower for humidity than raw transmission, while the MAE remains below 1% for both variables.
Together, these results confirm that SAX-based reduction achieves an effective balance between energy efficiency and information
quality.

7. Conclusions

In this work, we introduced CADD, a novel congestion control mechanism for LoRaWAN networks that jointly combines dynamic
data reduction at the end device and adaptive duty cycle at the gateway. Our approach enhances the scalability of LoRaWAN by jointly
considering local device constraints and global channel conditions, using signal quality and interference indicators to guide trans-
mission decisions. By dynamically adjusting the duty cycle based on these indicators and data priority levels, CADDcan effectively
prioritize critical information while suppressing redundant transmissions, thus reducing energy consumption and preventing chan-
nel overload. Our evaluation demonstrates that CADDsignificantly improves scalability and energy efficiency compared to baseline
schemes. In Scenario 1, with up to 500 devices, CADDachieves up to a 4 x higher PDR than FDCC and 3.6 x higher than SFC-Aware,
while delivering 26% more successfully decoded packets than FDCC and 6% more than SFC-Aware, reducing energy consumption
by around 54%. Scenario 2 confirmed that CADDeffectively allocates duty cycle based on data priority and delivery performance,
ensuring reliable transmission of critical data. Finally, Scenario 3 showed that the SAX-based reduction mechanism achieves energy
savings of about 72% for temperature sensors and 48% for humidity sensors at the highest granularity (w =72) while keeping the MAE
below 1%. Even with coarser reductions (e.g., w=16), the MAE remains under 4%, confirming that SAX provides substantial energy
efficiency gains without compromising information quality. In short, CADDprovides a scalable and energy-efficient approach that
balances data fidelity and network reliability. In future work, we will focus on extending CADDto multi-gateway deployments and
incorporating adaptive spreading factor selection. Additionally, real-world experiments with LoRaWAN hardware will be conducted
to validate the performance of CADDin dynamic and large-scale environments. In particular, future work will investigate reliable

14



L. Acosta-Garcia et al. Internet of Things 37 (2026) 101904

interference estimation methods based on measurements from real LoRaWAN deployments, addressing the inherent partial observ-
ability of interference at the gateway. We also plan to investigate the integration of complementary lightweight techniques, such
as local predictive models, to better capture abrupt or non-linear variations in data sources with faster or more irregular dynamics
within the same adaptive framework, and to enable a more comprehensive comparison against alternative data reduction approaches.
Finally, future work will also include an explicit analysis of packet loss effects on data fidelity.
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