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ARTICLE INFO ABSTRACT

Keywords: LoRa is a wireless communication technology for low-power and long-range Internet of Things
Internet of Things (IoT) networks. Although it was not initially designed for mobile IoT devices, its applicability
Long range has quickly expanded to support mobility. LoRaWAN, its network protocol, includes an Adaptive

Wireless communications
Transmission parameters
Energy efficiency

Data Rate (ADR) mechanism to minimize energy consumption while optimizing data rates
and Time-on-Air values. However, ADR struggles to adapt effectively in highly dynamic and
unpredictable environments, leading to slow convergence and performance degradation. These
challenges are particularly evident in scenarios with frequent changes in signal conditions, such
as urban areas with non-line-of-sight (NLoS) or environments with rapid channel variations. To
address these limitations, we introduce ADRL, a novel transmission mechanism that proactively
selects the most suitable transmission configuration of LoRa devices under dynamic and variable
conditions. To this end, the proposed method (i) forecasts the received signal strength of end
devices using a lightweight k-nearest neighbors (KNN)-based approximation, and (ii) employs
deep reinforcement learning to create a reconfigurable controller on the network server side
for selecting the transmission parameters that minimize energy consumption and ensure a
given probability of successful packet decoding. Moreover, we leverage duty-cycle information
to maximize the delivery ratio and comply with the associated regulations. We compare our
method to state-of-the-art works using a realistic simulator in various urban environments. The
results show that ADRL effectively balances energy consumption and performance requirements,
reducing average energy expenditure by up to 15% and increasing the packet delivery ratio by
up to 57%.

1. Introduction

Long-range (LoRa) communications, based on the Long-Range Wide-Area Network (LoRaWAN) protocol, have become a leading
technology for large-scale Internet of Things (IoT) and Machine-to-Machine (M2M) applications. LoRa devices offer cost-effective
deployment, low energy consumption, and long-range communication, making them suitable for many industrial applications [1,2].
Although LoRa was not initially conceived for mobile devices, its applicability has expanded to various applications with on-
board sensors, such as fleet management, remote diagnostics, public transportation optimization, environmental monitoring, and
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emergency responses during natural disasters [3-6]. In this context, optimizing energy consumption and dynamically adapting to
environmental conditions are crucial for deploying and operating IoT systems, whether in battery-constrained or OBD-II (On-Board
Diagnostics) interfaced devices [7].

LoRaWAN addresses this issue using the Adaptive Data Rate (ADR) mechanism. ADR enhances energy efficiency by dynamically
adjusting transmission parameters such as the spreading factor (SF) and transmission power (p,) while ensuring successful message
reception at gateways. Once established, the link is periodically maintained, reducing the need to downlink messages to the end
node. However, the default ADR has shown limited adaptability to changing channel conditions due to its reliance on historical
average link quality measurements (i.e., the signal-to-noise ratio (SNR) over multiple transmissions) and its slow decision-making
process, [4,8-11]. Specifically, ADR only updates transmission parameters after a fixed number of uplink frames, which increases
delays in the response to sudden fluctuations in channel conditions, such as mobility-induced fading, interference, or changes in
network topology. Consequently, ADR performance can significantly degrade when dealing with mobile nodes [12], as channel
fluctuations greatly affect their connectivity with the gateways. Numerous efforts have been made to improve LoRaWAN’s default
ADR mechanism’s slow adaptation [13-16]. For example, an adaptive model for improving energy efficiency and reliable packet
delivery has been proposed in [16]. In [14], an intelligent routing policy for LoRa networks is employed to optimize transmission
parameters while diverging from traditional star topology to address performance concerns. However, most of these studies overlook
node mobility, significantly limiting their applicability in real-world settings where mobile devices also require efficient transmission
configurations.

In this paper, we propose ADRL, a reconfigurable mechanism to optimize energy consumption in mobile devices under highly
variable and unpredictable conditions, including non-line-of-sight (NLoS) scenarios. Our approach ensures a user-specific probability
of packet decoding while dynamically achieving a custom trade-off between energy consumption and delivery ratio over time.
To this end, we leverage device dynamics and environmental information, together with an efficient supervised machine-learning
technique, to predict the received signal strength indicator (RSSI) of end devices, using a buffer of previous RSSI samples based
on device positions. The problem of selecting the transmission configuration based on RSSI samples is formulated as a Markov
Decision Process (MDP), which is solved using Deep Reinforcement Learning (DRL) [17]. This approach employs neural networks
to approximate and learn the optimal behavior of LoRa nodes, allowing us to select the most suitable transmission configuration for
minimizing energy consumption while satisfying the required probability of successful packet decoding and complying with duty
cycle constraints (e.g., 1% in sub-band M (868-868.6 MHz). The main contributions of this article are summarized as follows:

» We propose ADRL, a novel proactive ADR mechanism for LoRaWAN that selects suitable transmission parameters for mobile
LoRa nodes.

» Channel conditions and path loss variations are swiftly captured and predicted using the k-nearest neighbors algorithm on
buffered RSSI samples.

+ A reconfigurable deep reinforcement learning controller is employed to select the most efficient transmission parameters,
guaranteeing a user-defined desired probability of packet decoding and minimizing energy consumption.

» Duty cycle information is tracked and leveraged to reduce energy consumption and determine whether transmission should
be carried out.

» The proposed model is evaluated using a realistic and representative simulator under several urban scenarios and compared
to relevant related works. The results show that our approach increases the packet delivery ratio by up to 57% while reducing
energy consumption by up to 15%.

The rest of this paper is organized as follows. Section 2 describes and discusses related work. Section 3 introduces the basic
background about LoRa networks and duty-cycle regulations. The proposed model, including the MDP formulation, analytical
development, and training environment, is detailed in Section 4. Section 5 evaluates the model, comparing it with state-of-the-art
parameters adaptations in LoRaWAN, and examines the results. Finally, Section 6 summarizes the major findings of this study and
outlines future work.

2. Related work

One of the simplest approaches considering node mobility is Blind ADR [18], introduced by the semiconductor manufacturing
company Semtech. This mechanism sends frames blindly (hence the name), reducing the application logic complexity of the IoT
devices needed to decide when to transmit. Other approaches [10,19] proposed the use of Gaussian filters (G-ADR) and the
Exponential Moving Average (EMA-ADR) as low-pass filters to resist rapid changes in the signal-to-noise ratio (SNR). In [11],
the authors proposed Resource Management ADR (RM-ADR) for end devices and the network server. The end-device algorithm
minimizes retransmission attempts, whereas the network server side leverages the preceding frame’s reception power to dictate
the subsequent frame’s transmission parameters. The algorithm introduced in [20] dynamically adjusts the transmission settings of
mobile LoRa nodes to fulfill specific communication requirements related to reliability and energy constraints. Other approaches
employed Artificial Intelligence methods to dynamically select the transmission parameters of LoRa devices. For example, the work
in [21] applied Deep Reinforcement Learning (DRL) to find the best combination of transmission parameters in terms of energy
consumption and an upper bound of the Bit Error Rate (BER). DRL was also used in [15] to minimize energy consumption by
dynamically selecting transmission parameters. Despite the benefits of the previous reactive solutions in extending battery life and
improving packet delivery rates for mobile IoT devices, highly dynamic and unpredictable environments may still pose significant
challenges.
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Table 1
Comparison of related works.

Related work Transmission Energy Performance End-device Priority TDC integration
parameters reduction optimization mobility management
optimization

ADR [26] v v v X X X

BADR [18] X v X v X X

I-ADR [27] 4 X v X X X

G/EMA-ADR [10] v v v 4 X X

HADR [19] v v v 4 X X

LR-ADR [4] v v v v X X

MADERE [22] v v v v X X

VHMM [23] v v v v X X

E-ADR [9] v v X v X X

MDP [24,25] 4 X v X v X

ADRL (Ours) v v v v X v

In this regard, some approaches determined the transmission parameters based on the predicted performance and position of
mobile devices [4,22]. In [4], the LR-ADR and LR+ADR methods were introduced. LR-ADR focus on stabilizing the received SNR of
packets and predicting it for subsequent transmissions. This method assumes fixed periodic transmission patterns from end devices,
supporting the SNR estimation by incorporating a constant margin to simulate device movement away from the gateway. However,
the proposed linear prediction approach may not effectively adapt to non-linear changes in the communication environment, such as
signal and noise variations due to obstacles or atmospheric conditions. LR+ADR operates at the end-device level to quickly restore
connectivity in case of failure. The authors of [22] recently introduced MADERE (Mobile Adaptive Datarate for LoRaWAN), an ADR
that estimates the location of end devices by computing the probability of their position at various points in space. A discretized
version employing a grid of points is used to represent the LoRa network area. This approach enables location-based adjustments
within LoRaWAN networks but relies heavily on the propagation model assumed to estimate the distance between an end device
and the gateway and does not provide a generic position estimation in terms of end-device speed. E-ADR is an Enhanced Adaptive
Data Rate [9] designed for scenarios with predefined mobility patterns. This method was extended [23] to adapt to IoT applications
with unpredictable trajectories, such as smart cattle ranching, achieving a solution that adapts transmission parameters based on an
estimated position, node-to-gateway distance, and estimated RSSI, enhancing its suitability for multiple environmental conditions.
While they address mobility and enhance the performance of the default ADR mechanism, the approaches mentioned above overlook
duty cycle regulations for selecting transmission parameters. This might increase energy consumption and cause harmful interference
to other devices operating in the same frequency band.

As shown in Table 1, which summarizes the related works considered so far, only a few works took into account the duty
cycle limitation [24,25]. In [24], the authors formulated a Markov Decision Process (MDP) including Time Duty Cycle (TDC)
information to determine a transmission policy of IoT devices that maximizes the number of reported events using a given priority.
Similarly, the study introduced in [25] enhanced node performance based on power and spectrum efficiency. It also formulated
optimal transmission policies as constrained optimization problems to maximize throughput within given energy consumption limits.
However, these papers did not directly employ the duty-cycle information for optimizing transmission parameters and disregarded
the mobility of end nodes. To fill this research gap, our proposal integrates duty-cycle information into the selection of transmission
parameters based on the RSSI prediction, optimizing the performance and energy efficiency of the LoRa network.

3. Background
3.1. LoRaWAN adaptive data rate

LoRaWAN operates on a star network topology consisting of end-devices (EDs) communicating with gateways (GWs). The
LoRaWAN gateways transform LoRaWAN packets into IP packets for secure transmission to the Network Server (NS), which is
responsible for managing the ADR mechanism. When the NS processes a new packet, it identifies the GW that recorded the highest
SNR among the received signals. This particular GW is then used to transmit an acknowledgment message. Minimal metadata from
the IP packets, such as reception time and SNR, are then used by the NS to select the optimal transmission parameters. The SNR
values are stored in a queue associated with the specific ED or LoRa node. The NS periodically checks this queue and computes the
SNR margin (SN R,,,.;,) for a particular node using Eq. (1), as follows:

SNR = SNR,,. —SNR,,, — SNR,, )

margin req

where SNR,,, is the maximum SNR value of the last 20 frames received, SNR,,, represents the SNR value of the signal

requested, and SN R,, represents a threshold constant, which is set by default to 10 dBm. Then, the N, variable is calculated
as Ny, = lMJ Ny, is used to adjust the SF and p, of the ED to minimize energy consumption and enhance network
capacity. If N, is positive, the NS reduces the SF by N,,,,. If the SF reaches its minimum value, the NS decreases the p, in 3 dBm

steps, provided that it is not yet at the minimum level. Conversely, when N, is negative, the NS increases the p, by steps of 3
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Fig. 1. Diagram of the proposed transmission parameter selection mechanism (ADRL) for LoRa-based mobile devices using trajectory-based RSSI estimation and
an RL controller in the NS.

dBm, unless it has already reached the maximum value. If the maximum transmission power is attained, the NS increases the SF. A
TX_CONFIG command is dispatched to the ED, indicating the new SF and p, parameters for the subsequent uplink message. There
are two major recommendations for updating the transmission parameters: (i) when the ADRAckReq bit is set by an ED (e.g., every
time the RSSI drops), and (ii), periodically, when every N uplink frames [8,28-30].

3.2. Duty cycle constraint

The duty cycle constraint is a fundamental regulatory requirement in LoRaWAN networks, governing the permissible transmission
time of an ED over a specific frequency band within a defined period [26]. This constraint is vital to ensure fair spectrum use
and minimize interference with other devices sharing the same frequency band. In LoRaWAN systems, the duty cycle is typically
expressed as the fraction of time an ED can transmit relative to a specific period. The European regulation defined by the ETSI
EN300.220-2 standard imposes duty cycle limitations that can vary from 0.1% to 10% across different sub-bands. For instance, in
sub-band M (868-868.6 MHz), a duty cycle limitation of 1% is imposed. This means that an ED operating in this frequency band
can transmit for no more than 1% of a defined time interval (e.g., 36 s per hour). Compliance with duty cycle restrictions is critical
for maintaining network integrity.

4. System model

In this paper, we propose ADRL, a novel transmission mechanism that proactively considers signal degradation and node
mobility [9-11] to select optimal transmission parameters in LoRa networks. Unlike the traditional ADR mechanism, which struggles
to adapt in highly dynamic environments due to its reliance on collecting SNR values and long convergence times (causing
suboptimal transmission parameter adjustments that lead to increased packet loss and inefficient energy use [8,9]), ADRL is
designed to address these limitations. This is particularly true in urban and semi-urban environments with mobile end devices
and highly variant and unpredictable communication channels, including NLoS conditions. The main goal of this paper is to
provide a reconfigurable method that reduces energy consumption while ensuring a given probability of packet decoding, leveraging
information about the remaining TDC available. Considering the duty cycle information allows us to improve energy efficiency
by selecting transmission configurations with less Time-on-Air (ToA) that still fulfill performance requirements. A diagram of the
proposed model is shown in Fig. 1. First, we estimate the trajectory of the end devices to gain insight into potential obstacles and
signal variations using RSSI values. This is essential for optimizing energy consumption and maintaining reliable communication.
Then, we employ Deep Reinforcement Learning (DRL) to create a controller that dynamically adjusts the transmission parameters
for each transmission from the end device to the gateway, enhancing the adaptability and robustness of the system in varying
conditions.

4.1. KNN-based RSSI prediction

As in the traditional ADR, we also use a buffer in the NS to periodically store some metadata of previously received messages
from the EDs. However, instead of only using them from the past to determine the next parameters, we introduce a novel approach
by dynamically estimating the next device position and predicting the associated RSSI for this position. Rather than relying only
on past data, predicting the next position and the associated RSSI enables the proactive adaptation of transmission parameters.
Therefore, we anticipate changes in signal quality due to mobility and environmental variations, leading to more accurate and
efficient adaptations. By better understanding the expected RSSI within the area where the ED is located, the system can optimize
energy use by selecting the most appropriate transmission parameters. This ensures that the ED transmits with the minimum
necessary power while maintaining reliable communication. We consider GPS-plus-LoRaWAN devices that can regularly update
their geographic coordinates [31-33]. The NS buffer receives the ED locations over time and stores the associated RSSI values
in a circular buffer (/3). This data structure stores the most recent data while replacing the oldest entries, facilitating continuous
monitoring with a reduced memory footprint.
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4.1.1. Trajectory estimation

In this study, we estimate the next position of mobile EDs by dynamically calculating the radius of the curvature of their
trajectory [22,34,35]. Estimating the future position of EDs is crucial for predicting the RSSI at that point, which enables the system
to anticipate obstacles and variations in signal quality. With this information, we can make more informed decisions about the
transmission parameters, ensuring both energy efficiency and communication reliability in dynamic and unpredictable environments.
For this purpose, we record each ED’s last three GPS positions, namely A (oldest), B, and C (newest). The radius of the curvature
is calculated using the perpendicular bisectors of the chords formed by these positions [36]. First, we calculate AB and BC as the
chords describing the vehicle’s trajectory and determine their midpoints M4Z and M B€. Next, we compute the gradients of these
chords, V(AB) and V(BC), to understand their directional changes. By deriving perpendicular bisectors L—AB and L—BC, we use their
gradients and midpoints to formulate the equations of the bisectors:

0, - M!* = V(L )0, - M/P) (2a)
0, - M€ =V(Lyc)(O, — MPC) (2b)

Solving these equations gives us the central point, denoted as O. The radius R, representing the distance between a position

point and the estimated center, is calculated as R = \/ (0, —A)? + 0, - Ay)z. To predict the next position along the vehicle’s

trajectory, we calculate velocity v, and then we compute displacement angle 6 = %f” in radians, where At represents the time

between consecutive transmissions, calculated using a simple moving average of the last three transmission times. Finally, we predict
the coordinates of the next position based on the current estimated center.

4.1.2. RSSI prediction

Once the next position (x,y) has been estimated, we predict the RSSI at this position employing the k-nearest neighbors
(KNN) algorithm. KNN is a non-parametric supervised learning classifier widely used across various domains, including localization
applications with LoRa technology for indoor and outdoor scenarios [37]. KNN is particularly suited for regression tasks, where
it predicts values for new data points by identifying the k-closest points in the training dataset. In our application, we formulate
the RSSI prediction as a regression problem leveraging the KNN algorithm. We use it to predict RSSI values based on existing
buffered RSSI measurements collected on the NS from nearby devices or vehicle locations. The predicted RSSI at a given location
and transmission power is estimated by averaging the RSSI values of its closest neighboring points so that the network can proactively
adjust transmission parameters to optimize communication. For example, suppose the predicted RSSI indicates a potential drop in
signal strength due to an upcoming obstacle. In this case, the network can increase the transmission parameters to ensure reliable
communication. Conversely, if the predicted RSSI suggests strong signal strength, the network can change the communication
modulation to save energy. This approach is mathematically described as:

k
1
4 = =
RSSI'(x,y)= % ,»:E] RSSI(x;,y;) 3

where RSSI'(x,y) is the predicted RSSI at position (x,y), and k is the number of nearest neighboring samples considered for
prediction. The k-nearest positions and their associated RSSI values allow us to compute the estimated RSSI, as specified by Eq.
(3). The output of the KNN algorithm enables the effective prediction of the RSSI in the next location, considering both vehicle or
node dynamics and the expected RSSI variations influenced by environmental factors and channel conditions.

4.2. RL controller

After predicting the future RSSI value, we determine whether the LoRa nodes within the coverage area of the gateways should
initiate a transmission and, if so, select the most appropriate transmission parameters in terms of energy and communication
performance. Our proposal aims to reduce energy consumption while satisfying a desired decoding probability, specified by the
user or application layer. As introduced in Section 3, we also leverage the TDC information to reduce energy consumption and
guarantee that the transmission adheres to duty cycle constraints. We formulate this problem as a Markov Decision Process (MDP)
due to its suitability in uncertain scenarios and dynamic environments where prior knowledge is unavailable [38]. In this framework,
an agent interacts with its surrounding environment, perceiving observations and taking actions to achieve certain goals. The agent
perceives the environment as a set of states, and the agent’s actions influence the transition between these states. To guide the agent
to the desired behavior, the agent receives rewards from the environment based on its actions. In our case, the environment is a
LoRa network, including all the components of the LoRa network, and communication effects, where the agent is a virtual ED entity
represented on the NS side that is optimizing transmission parameters. When the agent associated with a particular ED takes an
action, the NS sends a downlink message to that ED, updating its transmission parameters. Further details about the environment
used and the ADRL algorithm can be found in Sections 4.4 and 4.5, respectively.
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4.2.1. States and actions
The state space of our model includes (i) the predicted signal strength indicator RS.SI’ obtained by Eq. (3); (ii) the desired
decoding probability specified by the user or application y,, at a given time; and (iii) the remaining TDC (¢) in seconds relative to

the maximum allowed (Q,,,,), defined as follows:

s = (RSSI'(x,y), Wi 9) (€))

The probability threshold provides a reconfigurable method to dynamically control the desired communication quality over time,
directly impacting energy consumption and the packet delivery ratio. For the duty cycle calculations, we assume Class A devices [26],
which transmit whenever an event arrives, while Q,,,. is reset at regular intervals 7. The duty cycle is assumed to be subject to
European regulation, which is limited to 1%. For example, if total transmission period T is 1 h, Q,,,, = 36 s. Regarding the RSSI, it
influences transmission decisions to maintain adequate link quality, reflecting communication performance. We assume LoRa-plus-
GPS devices, and therefore, both the gateway and network server (where the model is trained) know the position of end-devices or
IoT nodes. By providing the RSSI in the state and excluding the current position, (i) the learning problem is simplified into a fully
observable problem, and (ii) the controller is more generally applicable since the learning cannot overfit the RSSI prediction to a
given training scenario that directly depends on GPS coordinates. With the state information, the NS determines whether to initiate
a transmission on the ED and, if so, which transmission parameters to employ. We define action a of the proposed MDP as follows:

a=(c, tx) 5)

where ¢ € C represents one of the available transmission configurations stated in the LoRaWAN standard [39]. A transmission
configuration is comprised of the Spreading Factor (SF), Coding Rate (CR), Data Rate (DR), Sensitivity of receptor (S), and Bandwidth
(BW), and 7x € {0, 1} is a binary variable that controls the packet transmission on the ED. If 7x = 1, the ED will transmit, otherwise,
the packet (p) will be discarded.

4.2.2. Reward function

The reward function plays a fundamental role by providing a feedback signal that guides the agent toward actions that maximize
performance objectives. To effectively capture the decision-making process of our particular problem, we define the following reward
function:

rW, Wi Omax-9) = 7pf W, vin) + 778 Qpaxs 9) (6)

As can be observed, the proposed reward function is based on two distinct functions: function f(-) has been designed to ensure
performance compliance regarding signal quality while minimizing power consumption as much as possible, whereas function g(-)
is associated with the TDC and transmission constraints.

-1 if w <y,
I, y) = o @
1— |y —wyl| otherwise

As shown in Eq. (7) and Fig. 2, when the actual decoding probability y for the chosen transmission configuration is less than
the established minimum decoding probability threshold v, the reward function returns -1. This reflects the critical importance of
meeting the minimum decoding probability requirement to ensure a reliable signal reception. In contrast, when y is greater than or
equal to the minimum threshold chosen by the application or user y,,, the reward function is modeled as a decreasing function based
on the difference between the estimated decoding probability and the chosen threshold. This function returns the maximum value
for configurations with y closer to y,;, and decreases as the difference between these variables increases, encouraging the selection
of parameters that maintain high signal quality while minimizing energy consumption and enhancing the overall performance of the
LoRa communication system. There is a trade-off between decoding probability and energy consumption for different transmission
configurations, mainly caused by spreading factor variations. The higher the SF, the longer the transmission ranges with successful
decoding, at the cost of increased energy consumption. However, this is not entirely predictable, as it can be significantly affected
by obstacles and environmental conditions that alter the path loss. This trade-off can be controlled dynamically by using the vy,
parameter as state input. Function g(Qy,4x, ¢) of the reward is associated with TDC compliance, and it is calculated as follows:

8Qnax> @ =sign(Qpax — ) 8)

where g is the consumed ToA once action a is applied, and Q,, 4y is the maximum ToA available for a given transmission period T,
assuming a TDC limitation of 1%. This function is based on a sign(-) function, evaluating the difference between the consumed ToA
and the maximum ToA available. If the difference is greater than or equal to 0, sufficient TDC is available to transmit using the chosen
transmission parameters, and the function returns +1, and —1 otherwise. This prioritizes actions with lower energy consumption
that can be completed within the remaining time, contributing to effective TDC management. Weights =, and 7, in reward Eq. (6)
determine the relative importance of each term in the reward function. Weight =, emphasizes the priority of achieving performance
objectives related to signal quality and decoding probability, while 7z underscores the significance of efficient duty cycle use and
regulatory compliance. In this paper, we have assigned the values of zp = 2 and 7z; = 1, highlighting our priority of optimizing
signal quality to ensure reliable communication while minimizing energy consumption and maintaining a balance with duty cycle
efficiency. The practical selection of these weights requires careful tuning based on the specific objectives of the system.
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4.3. Analytical simulation model

ADRL has been built atop a custom simulation framework based on analytical models of LoRa networks formulated in the
literature [21,40-43]. We consider a set of EDs, GWs, and an NS that exchange uplink and downlink messages upon the availability
of sensing data. Since ADRL focuses on optimizing the transmissions from the EDs to the GWs, we assume that the probability of a
downlink message being decoded is similar to its predecessor uplink message [44]. In other words, we assume that channel conditions
do not vary within the time window between uplink messages and their subsequent response downlink messages. Reconnection or
retransmission mechanisms will be considered in future works. Regarding gateways, they are modeled to operate in semi-duplex
mode [45-47]. In Sections 4.3.1 and 4.3.2, we provide a detailed discussion of the transmission and energy models employed in
this paper.

4.3.1. Transmission reliability and performance model

To determine whether a packet is successfully decoded or not [4,16,48-50], we employ the received signal strength indicator
(RSSI). The RSSI represents the power level that a receiver perceives from the transmitted signal. Analytically, the RSSI (dBm) in
LoRaWAN networks can be estimated as follows:

RSST = p, — PL(dy) — 10y log,, <di> - N, 9)
0

where p, represents the transmission power of the ED, PL(d,) is the path loss at reference distance d,, y is the path loss exponent
characterizing signal attenuation with distance, d is the distance between the ED and GW, and N, denotes the noise component,
typically modeled as a zero-mean Gaussian random variable with a standard deviation o. This expression can be simplified as
RSSI = z — N, where z = p, — PL(dj)) — 10y logy, (:—0) and N, = N(0,0?). Although this model primarily formulates the path

loss as a function of the distance, this might not be true in urban scenarios with NLoS. For this reason, in the evaluation Section 5,
we consider a wide range of random noise. This reflects the environmental variability beyond the distance between end nodes
and gateways, ensuring a more realistic representation of signal propagation conditions. From the RSSI, we can easily derive the
signal-to-noise ratio as SN R(dB) = RSSI - P,,;,., where P, ;.. denotes the noise floor in dBm. The SNR represents the quality of the
received signal and can be used to derive the Bit Error Rate (BER). The BER also quantifies the rate of errors in the received data.
Assuming Rayleigh fading channels, it can be estimated using a closed-form approximation [40,42]. Furthermore, we can obtain the
probability of successful decoding (y), which refers to the likelihood that the received signal strength (RSSI) at the GW exceeds the
receiver sensitivity threshold (i) for a given SF. The formula to calculate y accounts for the inherent variability in received signal
strength due to channel fading and path loss:

w=P(N<RSSI—m~ L4 Lo 22 (10)
272 V2o

where 7 is the specific GW receiver sensitivity for a given SF, and erf(-) is the error function used to compute the integral of the
Gaussian distribution. Then, we can obtain the Packet Delivery Ratio (PDR) for the transmission link as PDR =y - {, where ¢ is a
factor representing the probability that the packet is not corrupted due to co-channel interference.

4.3.2. Energy model

To characterize the energy consumed when transmitting a packet (p) from the ED, we employ the total time it takes to transmit
a packet from the ED to the GW, usually referred to as Time-on-Air (T'0A). This time includes the transmission of preamble symbols
(Npg) and payload symbols (Np;) within the data frame, as follows:

ToA =T, - (Npg+ Np +4.25) an
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Fig. 3. Average reward over training episodes across 10 different seeds. The shadow area indicates the 95% bootstrapped confidence intervals.

where T, = % is the symbol period, determined by the SF and the BW, Npy is the number of preamble symbols (typically 8

symbols for the EU868 band), and Np; is the number of symbols transmitted in the frame payload, estimated using the following
equation:

12)

NPL=8+max<[8PL_4SF+28+16CRC_20H] . (CR+4),O)

SF —-2DE 4

where PL represents the length of the payload in bytes, SF is the spreading factor used in the transmission, CRC is the Cyclic
Redundancy Check used for error detection, H denotes the presence of a physical header (0 or 1), DE indicates the implementation
of low data rate optimization (0 or 1), and CR is the coding rate. With Egs. (11) and (12), we can estimate the energy consumption
(E) associated with a specific transmission power (p,) and the calculated ToA [51]:

E =p, -ToA a3

As shown in Eq. (12), energy consumption is influenced by several factors, including transmission power, the modulation scheme,
and data rate. Optimizing ToA is essential for maximizing the battery life of wireless end-devices, particularly in LoRa-based IoT
nodes powered by batteries. In this paper, we calculate the energy consumption using uplink messages [11,19,52]. To optimize
transmission parameters, we consider downlink messages with low payloads, thus making the energy consumption of the reception
mode of the EDs almost negligible. It should be highlighted that this is only valid for reduced downlink messages. Note that the
frequent updates of transmission parameters carried out by ADRL would be counterproductive with large downlinks in terms of
energy consumption. In such a case, we would need to restrict the number of downlink transmissions to optimize energy expenditure.
In future work, we will explore this aspect and further optimize the usage of downlink messages.

4.4. Training environment

For training the RL controller, which is critical for optimizing the transmission parameters of end devices in ADRL, we developed
a custom Gymnasium environment [53] which interacts with the simulation framework introduced in Section 4.3. We employ the
KNN-based model and the RSSI buffer (/3) to predict the RSSI values of mobile EDs based on historical measurements, capturing
the dynamic behavior of the wireless environment, including mobility and environmental changes that affect signal quality and
reliability. The predicted RSSI is then fed into the RL agent, which uses this information to optimize the transmission parameters.

We derive suitable transmission policies using the Proximal Policy Optimization (PPO) [54] algorithm. PPO is an on-policy
gradient algorithm that iteratively updates a parameterized policy to maximize the expected cumulative reward. It addresses the issue
of unstable policy updates, common in many RL algorithms, by constraining changes to the policy distribution during each iteration,
which ensures a proximal policy update. PPO has demonstrated effectiveness across various RL domains, offering stability, improved
sample efficiency, and straightforward implementation compared to other policy optimization algorithms. The main parameters used
during the training are plotted in Table 2. The training has been carried out 10 times with different seeds to prove the consistency
of the results, as seen in Fig. 3. The following sections provide further details about the analytical model used in our training
environment [55] and about the resulting ADRL transmission mechanism employing the trained model.

4.5. ADRL transmission mechanism

This section describes the proposed ADRL algorithm for the efficient selection of transmission parameters in dynamic LoRaWAN
environments. ADRL is executed on the ED (Algorithm 1) and the NS (Algorithm 2) to ensure effective communication and
adjustment to changing channel conditions. The ED side runs continuously and manages sensor data collection and downlink
commands from the NS. At the start of each period T, the ED resets its currently consumed ToA ¢ to zero to adhere to the duty
cycle limitations imposed by the network (line 3). Since Class A EDs are considered, transmissions from the ED to the NS via the
GW are prepared when the ED receives data from connected sensors. The ED reads its current GPS coordinates (x, y) (line 8) and
generates a new uplink packet p,. This packet includes the device’s location, the sensor data, the consumed ToA (g), and the ED’s
unique identifier. Once the uplink packet is created, the ED transmits it to the NS. After the transmission, ¢ is updated to account
for the time spent transmitting (line 12).

On the NS side, the algorithm processes incoming packet p, from the ED and determines suitable transmission parameters for
future communications. When the NS receives an uplink packet from an ED, it records the ED’s location and the measured RSSI in a
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Table 2
Parameters used during the training phase based on the European LoRaWAN specifications
[56].
Parameter Value
Header (H) 0,1
Payload (PL) 26 Bytes
Bandwidth (BW) 125 kHz
Coding Rate (CR) 4/5
Noise figure (NF) 6 dB
LoRa frequency (f) 868 kHz
Spreading factor (SF) 7, 8,9, 10, 11, 12
Transmission power (p,) 14 dBm
Cyclic Redundancy Check (CRC) 1
Low data rate optimization (DE) 0,1
Path loss exponent (y) 2
Reference distance (d,) 1m
Standard deviation of the Path Loss (o) 2 dB
Path loss at reference distance (PL(d,)) 70 dB
Total transmission period of the ED (T) 1h
Time Duty Cycle (TDC) 1%
RSSI range for training —140 — 0 dBm
y,, range for training 03 -1
Weight 7, 2
Weight 7. 1
TDC range for training -6 —-36s
Learning rate («) 0.01
Discount factor (y) 0.9
Number of iterations 7 x 100

Algorithm 1 ADRL (ED side)

1:
2
3
4:
5:
6
7
8
9

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

loop

if t%T == 0 then
qg=0
allowed_tx = true
end if
if sensor data d available then
if allowed tx or g < Q4 then
(x,y) < Read GPS coordinates
Create new uplink packet p,
p,-append(x, y,d, q,id)
Send uplink packet p,
q < q+ ToA(c)
end if
end if
if downlink packet p, received then
if p,.id = local_id then
if p;.tx = 1 then
allowed _tx = true
Apply py.c
else
allowed _tx = false
end if
end if
end if

end loop

circular or ring buffer (B) of size (n). This buffer is updated every time a new packet is successfully transmitted and acknowledged
by the NS, ensuring that the most recent data is available for future predictions. If the ED’s position already exists in the buffer, the
NS replaces the previous entry with the new RSSI measurement, maintaining only the latest value for that location. If the position
does not exist, the NS pushes the new data into the buffer, discarding older data. As input, the ADRL algorithm also requires a
user-defined decoding probability threshold y,;,, which can be dynamically updated every time ADRL is executed on the NS and
the number of nearest neighbors (k). Then, we predict the next transmission time using a simple moving average of the last three
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Algorithm 2 ADRL (NS side)

1: Input: y,,, k
2: loop
3: if uplink packet p, received then

4 B.update (p,.x, p,.y, RSSI(p,.x, p,.y))
5: Estimate time of next transmission ¢

6: Estimate next position (x, y) for ED p,.id
7 RSSI'(x,y) = i Zf.;l RSSI;(x;,y;) > Use RSSI samples from buffer B
8: s < (RSST'(x, ), Wi Pu-q)

9: (c,tx) < 6(s)

10: Create new downlink packet p,

11: pgy-append(c, 1x)

12: Send p, to ED p,.id

13: end if

14: end loop

15:

transmission times. This approach helps to handle the irregular transmission patterns of Class A devices. It should be noted that even
though the time of the next transmission is important for estimating the position, the number of RSSI samples available in the NS is
the factor that introduces the largest error in the RSSI prediction. This time is used to calculate the next position of the ED (line 6)
and predict the RSSI associated with that position using the nearest-k RSSI samples and the KNN model trained with historical data
(line 7). The KNN algorithm has a linear computational complexity ©O(n), where n is the number of previously recorded positions
and their associated RSSI values stored in the NS ring buffer. The predicted RSSI, user-defined decoding probability threshold vy,
and g constitute the state s (line 8). Forecasting the RSSI is helpful in areas with high fading or NLoS, where the device might save a
significant amount of energy by avoiding transmissions that will likely not reach any gateway or guarantee a higher packet delivery
by increasing transmission robustness. The specified y,, parameter directly induces this trade-off. This state information is used to
predict the best action (i.e., transmission configuration ¢ and transmission variable ¢x) by the trained model (6). The transmission
parameters c are included in downlink packet p,, which is then sent back to the ED p,.id. This downlink packet keeps a low payload
by only containing the selected configuration for the next transmission from the ED, enabling the dynamic adaptation of the ED
based on the current channel conditions and duty-cycle limitations.

5. Performance evaluation

In this section, we evaluate the following aspects of ADRL:

+ Packet decoding requirements: ADRL enables users to dynamically specify the desired packet decoding probability (),
allowing them to reach a custom trade-off between energy consumption and the packet delivery ratio. To assess this
contribution, we evaluate the performance of ADRL under a range of different required v, values.

Mobility and adverse channel conditions: The RSSI fluctuations and adverse channel conditions partially derived from ED
mobility are captured using buffered RSSI samples and predicted with KNN. We emulate heterogeneous channel conditions by
splitting the evaluation area where the ED moves along into clusters with different RSSI levels, which are explained in detail
in Section 5.2. Then, we evaluate the trajectory estimation error of ADRL.

Transmission configuration update frequency: We also evaluate how varying the number of received frames required before
updating transmission parameters influences ADRL performance and energy efficiency, comparing these results with the default
ADR mechanism.

The evaluation was carried out using a custom simulation environment, wrapped as a Gymnasium environment, as defined
in Section 4.4. We employ the well-known Semtech SX1276 transceivers [57] and 3.6 V batteries and a packet payload of 26
Bytes. Note that the trained models would still apply to any device and battery compliant with the European standard [26] since
commercial devices support the variables included in the proposed observation space. In this evaluation, we implement a simulation
environment consisting of a 5 x 5 km urban area and a MultiTech Conduit IP67 LoRa gateway located at the center. We consider
moving EDs along random trajectories within this area at speeds of between 25 and 55 km/h. The ED transmits packets with a
26-byte payload following an exponential distribution with an average period of 100 s. We employ 32 EDs, each moving along
individual trajectories, to cover a wide range of RSSI values throughout the simulated area where the EDs are moving along. We
compare ADRL with state-of-the-art mechanisms, including the default ADR mechanism of LoRaWAN [26], Blind ADR (BADR), and
G-ADR [10]. Semtech developed blind ADR to economize on battery life without relying on continuous feedback. The transmission
parameters are predefined and applied in a round-robin way [18]. G-ADR [10] adjusts transmission parameters by predicting the
SNR using a Gaussian filter, enhancing the SNR estimation based on its Gaussian distribution and enabling efficient adaptation to
dynamic environments. The metrics employed in this evaluation include energy consumption and the packet delivery ratio.

10
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Fig. 4. Analysis of mean PDR and mean Energy consumption per packet for different baselines using y,, = 0.8, k =3, and n = 1000. ADRL demonstrates superior
performance, achieving, on average, the highest PDR with the lowest mean energy consumption per packet compared to the other algorithms.

5.1. Communication performance with varying requirements

In this first scenario, we evaluate the performance of ADRL in an urban environment under different required probabilities
of successful packet decoding (y,;,). As shown in Fig. 4(a) (right), ADRL provides a reconfigurable and flexible way of adjusting
transmission parameters based on the required probability of successful packet decoding. As this probability threshold increases,
the PDR also increases, demonstrating that ADRL effectively meets higher performance demands. The PDR consistently exceeds the
required probability, reflecting the robustness of our model in surpassing the performance targets set. Meanwhile, as seen in Fig.
4(b) (right), energy consumption increases with higher probabilities due to the necessity of using different transmission parameters
to maintain high performance. Energy consumption peaks for a decoding probability of 0.9. Despite this increase, the system’s
energy consumption remains lower than that of ADR across all the scenarios, highlighting its efficiency in optimizing energy use
while meeting performance requirements. Specifically, in Fig. 4(b) (left), we set the probability of successful packet decoding to a
fixed value of ¢ to compare it with previous approaches. The default ADR exhibits intermediate to low performance, achieving a
mean PDR approximately 32% lower than our ADRL and with considerable variability, indicating that performance can fluctuate
significantly.

Regarding energy consumption per packet (left side of Fig. 4(b)), ADRL shows slightly higher median energy consumption but
more consistent results than ADR, which exhibits substantial variations and reflects ADR’s inefficient energy use. In contrast, BADR
shows very low energy consumption, saving, on average, approximately half the energy per packet compared to ADRL, but with
the poorest performance in terms of packet delivery, achieving, on average, a 57% lower PDR than ADRL. This is because BADR
allocates transmission configurations “blindly”, without considering specific transmission requirements, as can be seen in Fig. 5,
showing the SF because it is the most significant transmission parameter. Regarding G-ADR, it attains a relatively high PDR, around
3.5% lower, on average, than ADRL, but it also shows significant variability, suggesting that its performance is effective only for
specific cases. Additionally, G-ADR’s energy consumption per packet is 1.95x higher than ADRL’s, which is a substantial increase.
This is because of its predominant use of SF12, as detailed in Fig. 5, indicating the algorithm’s lack of energy efficiency in its
transmission parameter selection. The ADRL algorithm stands out with a mean PDR of 0.90 and low data variance, showing high
and consistent packet delivery performance. Energy consumption is relatively low, with a mean value of 0.017 J per packet. However,
this average increase in energy consumption is due to the need to select higher spreading factor SFs depending on node positions
and environmental conditions. Fig. 5 illustrates how ADRL effectively uses all the SFs according to the conditions, achieving a strong
PDR while maintaining a balance with energy efficiency. This contrasts with the ADR mechanism’s behavior, as shown in the same
figure. While it also employs a range of SFs, its selection appears less optimal, as evidenced by the lower PDR values achieved.

11
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Fig. 6. Evaluation of the PDR and Energy consumption, on average, per packet for different baselines as a function of the number of clusters (), using
v, =08, k=3, and n = 1000.

5.2. Impact of adverse channel conditions with moving EDs

In this scenario, we aim to assess the robustness of different algorithms under the varying channel conditions that are typical
of urban environments, influenced by obstacles, buildings, and other sources of interference while the ED is moving. To simulate
these conditions, we divide the evaluation area where the ED is located into different n,; clusters. A cluster is defined as a group of
neighboring locations with similar RSSI levels. The more clusters with different RSSI levels assigned, the more heterogeneous and
unpredictable the communication becomes. Each cluster is generated atop the path loss from the ED to the gateway using k-means
clustering, with a normally distributed random noise component ranging from —5 to 5 dB, uniformly applied to all the points of
each area or cluster. In this experiment, we evaluate different scenarios ranging from clusters n.,, = 1 to n,; = 1000.

As shown in Fig. 6, ADR initially has a relatively low PDR for n,, = 1, averaging approximately 32% lower than our ADRL.
Although its performance improves slightly as n,, increases, with the PDR reaching values around 7% lower than ADRL for n,, = 1000,
this improvement comes at the cost of significantly higher energy consumption, around 1.5x higher than ADRL. Therefore, ADRL
consistently outperforms ADR in terms of the PDR and energy consumption. BADR, while having the lowest energy consumption
among all the evaluated algorithms, saving slightly less than half the energy per packet compared to ADRL, shows the lowest PDR
and remains almost invariant to the changes in n., due to its “blind” use of SFs. In contrast, G-ADR maintains a high PDR across
all values of n,;, though it slightly decreases with a higher number of clusters (7.3% higher than ADRL for n,, = 1000). However,
it has the highest energy consumption, with values that far exceed those of ADRL. This high energy use is due to its predominant
selection of SF12, leading to inefficient energy consumption. Lastly, our ADRL mechanism demonstrates a relatively high PDR across
all values of n,;, with a notable decrease as n,, increases, but with values still consistently higher than those of ADR, while energy
consumption increases slightly with higher n,; values due to the presence of more noise. As we observe, ADRL strikes a good balance
between the PDR and energy efficiency compared to the other mechanisms, even under varying levels of channel conditions and
mobility.

12
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Fig. 7. Analysis of the accuracy of the RSSI estimation, including the Mean Absolute Deviation (MAD) of RSSI between the measured and estimated values for
each position where the ED transmits to the GW, as a function of the number of buffered RSSI samples in the network server (n), the number of neighboring
RSSI samples (k), and the number of clusters (n,).
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Fig. 8. Evaluation of the mean PDR and mean Energy consumption per packet for different numbers of received SNR and RSSI frames before updating the
transmission configuration, using y,, = 0.8, k =3, and n = 1000.

5.3. Analysis of KNN accuracy for RSSI estimation

In this experiment, we analyze the impact of channel conditions on the accuracy of the KNN-based RSSI estimation used by ADRL.
We also evaluate the effect of varying the number of clusters on these estimations, examining how different cluster configurations
influence overall performance. As shown in Fig. 7, when n,; = 1, the RSSI error decreases as n,, increases, indicating greater accuracy
in position estimation with more samples in the buffer. The lowest k value, k = 1, results in the highest error, since it relies on a
single nearest neighbor, which can lead to more variability and less accurate estimates. Conversely, higher k values lead to less error,
as the estimation is based on a larger number of neighbors, providing a more robust average and reducing the impact of outliers. For
n., = n/4, the RSSI error also decreases with increasing n, and the error decreases with increasing k, although the variation is not
as pronounced as in the case of n,; = 1. This suggests that while increasing the number of neighbors generally improves accuracy,
the impact is influenced by the number of clusters. In the case of n,, = n/2, we observe a similar trend, where the error decreases
with increasing » and k, although the overall error remains higher compared to the previous two cases. This indicates that as the
number of clusters increases, position estimation becomes more challenging. For n, = n, the RSSI error continues to decrease with
n, but there is less difference in error for different values of k. The error is the highest compared to the other scenarios, indicating
that having a large number of clusters that equal the number of samples can introduce more variability and difficulty in achieving
precise position estimation.

5.4. Analysis of transmission parameter update frequency

The default ADR typically updates its transmission configuration every 20 samples of SNR data [8,28-30]. However, as suggested
by Semtech [58], this could also be done dynamically using the ADRAckReq bit in EDs. In this experiment, we further evaluate the
performance of the default ADR mechanism by analyzing the effect of varying the number of required SNR frames on transmission
parameter updates (N). In particular, we investigate how varying the frequency of transmission configuration updates, in terms of
the number of received SNR frames for ADR or RSSI frames for ADRL before updating the transmission parameters, affects system
performance and energy efficiency. We compare these results to demonstrate that ADRL still outperforms the default ADR even while
reducing N. As shown in Fig. 8, the ADR mechanism achieves a higher PDR for lower values of N due to its frequent use of the
highest spreading factor (SF12), which increases reliability but leads to significantly higher energy consumption. In contrast, ADRL
strikes a balance between PDR and energy consumption, compensating a slight reduction in PDR with a significant improvement
in energy efficiency. For N = 1, ADR consumes significantly more energy for achieving a similar PDR than ADRL. In addition,
as confirmed in Fig. 8, ADRL demonstrates significantly lower energy consumption across all N values. This reduction in energy
consumption validates ADRL’s strategy of selecting transmission parameters that balance PDR and consumption, resulting in a more
efficient overall performance.

6. Conclusions

This paper introduces a novel reconfigurable transmission mechanism (ADRL) that dynamically adapts transmission parameters
to enhance performance and energy efficiency in mobile LoRa-based IoT networks, complying with duty-cycle constraints. ADRL
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ensures the probability of packet decoding required by the mobile IoT application, dynamically balancing energy consumption
and the delivery ratio. We employ supervised machine learning to predict RSSI and Deep Reinforcement Learning (DRL) to create a
controller that determines the most suitable transmission configuration. The experimental results for different scenarios with varying
channel conditions and mobile EDs demonstrate the effectiveness of ADRL compared to state-of-the-art approaches, increasing the
packet delivery ratio up to 57% while reducing energy consumption up to 15%. In future work, we will investigate the congestion
and interference effects of an increasing number of end devices, the Doppler effect, which might have a considerable impact on
mobile LoRa communications, and explore multi-agent approaches where nodes collaboratively influence each other’s decisions to
solve complex and shared problems.
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